C≀√†∇⟩}⟨⊔ ⌋◯∞∃∃ I\∫⊔⟩⊔⊓⊔⌉ ≀{ E↕⌉⌋⊔∇⟩⌋⊣↕ ⊣\⌈ E↕⌉⌋⊔∇≀\⟩⌋∫ E\}⟩\⌉⌉∇∫↙ R⌉√∇⟩\⊔⌉⌈ {∇≀⇕ T⟨⌉ P∇≀⌋⌉⌉⌈⟩\}∫ ≀{ ⊔⟨⌉ ∞∃∃ S†⇕√≀∫⟩⊓⇕ ≀\ N⌉⊔⊒≀∇‖ ⊣\⌈ D⟩∫⊔∇⟩⌊⊓⊔⌉⌈ S†∫⊔⌉⇕∫ S⌉⌋⊓∇⟩⊔†↙ T⟨⟩∫ ⇕⊣⊔⌉∇⟩⊣↕ ⟩∫ √≀∫⊔⌉⌈ ⟨⌉∇⌉ ⊒⟩⊔⟨ √⌉∇⇕⟩∫∫⟩≀\ ≀{ ⊔⟨⌉ IEEE↙ I\⊔⌉∇\⊣↕ ≀∇ √⌉∇∫≀\⊣↕ ⊓∫⌉ ≀{ ⊔⟨⟩∫ ⇕⊣⊔⌉∇⟩⊣↕ ⟩∫ √⌉∇⇕⟩⊔↖ ⊔⌉⌈↙ H≀⊒⌉⊑⌉∇⇔ √⌉∇⇕⟩∫∫⟩≀\ ⊔≀ ∇⌉√∇⟩\⊔∝∇⌉√⊓⌊↕⟩∫⟨ ⊔⟨⟩∫ ⇕⊣⊔⌉∇⟩⊣↕ {≀∇ ⊣⌈⊑⌉∇⊔⟩∫⟩\} ≀∇ √∇≀⇕≀⊔⟩≀\⊣↕ √⊓∇√≀∫⌉∫ ≀∇ {≀∇ ⌋∇⌉⊣⊔⟩\} \⌉⊒ ⌋≀↕↕⌉⌋⊔⟩⊑⌉ ⊒≀∇‖∫ {≀∇ ∇⌉∫⊣↕⌉ ≀∇ ∇⌉⌈⟩∫⊔∇⟩⌊⊓⊔⟩≀\ ⇕⊓∫⊔ ⌊⌉ ≀⌊↖ ⊔⊣⟩\⌉⌈ {∇≀⇕ ⊔⟨⌉ IEEE ⌊† ∫⌉\⌈⟩\} ⊣ ⌊↕⊣\‖ ⌉⇕⊣⟩↕ ⇕⌉∫∫⊣}⌉ ⊔≀ ⟩\{≀↙√⊓⌊↙√⌉∇⇕⟩∫∫⟩≀\ℵ⟩⌉⌉⌉↙≀∇}↙ B† ⌋⟨≀≀∫⟩\} ⊔≀ ⊑⟩⌉⊒ ⊔⟨⟩∫ ⌈≀⌋⊓⇕⌉\⊔⇔ †≀⊓ ⊣}∇⌉⌉ ⊔≀ ⊣↕↕ √∇≀⊑⟩∫⟩≀\∫ ≀{ ⊔⟨⌉ ⌋≀√†∇⟩}⟨⊔ ↕⊣⊒∫ √∇≀⊔⌉⌋⊔⟩\} ⟩⊔↙

M⟩∫√↕⊣⌋⌉⌈ T∇⊓∫⊔¬ K⌉∇⌊⌉∇≀∫ △ S⌉∫∫⟩≀\ K⌉†∫

B∇†\ D≀↕⌉ S⊓\ M⟩⌋∇≀∫†∫⊔⌉⇕∫ ∈▽▽′ G⊣∇⌋⟩⊣ A⊑⌉\⊓⌉ M≀⊓\⊔⊣⟩\ V⟩⌉⊒⇔ CA ∃△′△∋↖∞∞′′ ⌊∇†\↙⌈≀↕⌉ℵ∫⊓\↙⌋≀⇕

S⊔⌉⊑⌉ L≀⌈⟩\ D⌉↕⌋≀ E↕⌉⌋⊔∇≀\⟩⌋∫ O\⌉ C≀∇√≀∇⊣⊔⌉ C⌉\⊔⌉∇⇔ MS CT∈′′W K≀‖≀⇕≀⇔ IN △∄′△↖∃′′▽ ∫⊒↕≀⌈⟩\ℵ⌈⌉↕⌋≀⌉↕⌉⌋⊔↙⌋≀⇕ E⊓}⌉\⌉ S√⊣{{≀∇⌈ COAST L⊣⌊≀∇⊣⊔≀∇† D⌉√⊣∇⊔⇕⌉\⊔ ≀{ C≀⇕√⊓⊔⌉∇ S⌋⟩⌉\⌋⌉∫ P⊓∇⌈⊓⌉ U\⟩⊑⌉∇∫⟩⊔† W⌉∫⊔ L⊣{⊣†⌉⊔⊔⌉⇔ IN △∃′↖∞∋∃∀ ∫√⊣{ℵ⌋∫↙√⊓∇⌈⊓⌉↙⌉⌈⊓

A⌊∫⊔∇⊣⌋⊔ O\⌉ ≀{ ⊔⟨⌉ ⌋≀⇕⇕≀\↕†↖⊣⌋⌋⌉√⊔⌉⌈ √∇⟩\⌋⟩√↕⌉∫ ≀{ ∫≀{⊔⊒⊣∇⌉ ⌈⌉∫⟩}\ {≀∇ ∫⌉⌋⊓∇⟩⊔† ⟩∫ ⊔⟨⊣⊔ ⇕⊣‖⟩\} ⊔⟨⌉ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ≀√⌉\↕† ⊣⊑⊣⟩↕⊣⌊↕⌉ ↕⌉⊣⌈∫ ⊔≀ ⌊⌉⊔⊔⌉∇ ∫⌉⌋⊓∇⟩⊔†↙ T⟨⌉ √∇⌉∫⊓⇕√⊔⟩≀\ ⟩∫ ⊔⟨⊣⊔ ⊔⟨⌉ ≀√⌉\ √⊓⌊↕⟩⌋⊣⊔⟩≀\ ≀{ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ⊒⟩↕↕ ↕⌉⊣⌈ ≀⊔⟨⌉∇∫ ⊔≀ ∇⌉⊑⟩⌉⊒ ⊔⟨⌉ ⌋≀⌈⌉ {≀∇ ⌉∇∇≀∇∫↙ H≀⊒⌉⊑⌉∇⇔ ⊔⟨⟩∫ ≀√⌉\\⌉∫∫ ⟩∫ \≀ }⊓⊣∇⊣\⊔⌉⌉ ≀{ ⌋≀∇∇⌉⌋⊔\⌉∫∫↙ O\⌉ ≀{ ⊔⟨⌉ ⇕≀∫⊔ ⊒⟩⌈⌉↕†↖√⊓⌊↕⟩∫⟨⌉⌈ ⊣\⌈ ⊓∫⌉⌈ √⟩⌉⌋⌉∫ ≀{ ∫⌉↖ ⌋⊓∇⟩⊔† ∫≀{⊔⊒⊣∇⌉ ⟩\ ∇⌉⌋⌉\⊔ ⇕⌉⇕≀∇† ⟩∫ ⊔⟨⌉ MIT ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ √∇≀⊔≀⌋≀↕↙ I\ ⊔⟨⌉ ⌈⌉∫⟩}\ ≀{ ⊔⟨⌉ √∇≀⊔≀⌋≀↕⇔ ∇⊣\⌈≀⇕ ∫⌉∫∫⟩≀\ ‖⌉†∫ ⊣∇⌉ ⊔⟨⌉ ⌊⊣∫⟩∫ {≀∇ ⌉∫⊔⊣⌊↕⟩∫⟨⟩\} ⊔⟨⌉ ⊣⊓⊔⟨⌉\⊔⟩⌋⟩⊔† ≀{ ∫⌉∇⊑⟩⌋⌉ ∇⌉∐⊓⌉∫⊔∫↙ B⌉⌋⊣⊓∫⌉ ≀{ ⊔⟨⌉ ⊒⊣† ⊔⟨⊣⊔ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\ ∫⌉↕⌉⌋⊔⌉⌈ ⟩⊔∫ ∇⊣\⌈≀⇕ ‖⌉†∫⇔ ⊔⟨⌉ ∫⌉⌋∇⌉⊔ ‖⌉†∫ ⌋≀⊓↕⌈ ⌉⊣∫⟩↕† ⌊⌉ }⊓⌉∫∫⌉⌈ ⟩\ ⊣ ⇕⊣⊔⊔⌉∇ ≀{ ∫⌉⌋≀\⌈∫↙ T⟨⟩∫ √⊣√⌉∇ ⌈⟩∫⌋⊓∫∫⌉∫ ⊔⟨⌉ ⌈⟩{⊘⌋⊓↕⊔† ≀{ }⌉\⌉∇⊣⊔⟩\} }≀≀⌈ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫⇔ ⊔⟨⌉ ⇕⟩∫⊔⊣‖⌉∫ ⊔⟨⊣⊔ ⊒⌉∇⌉ ⇕⊣⌈⌉ ⟩\ ⟩⇕√↕⌉↖ ⇕⌉\⊔⟩\} K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △⇔ ⊣\⌈ ⊔⟨⌉ ⌊∇⌉⊣‖⌈≀⊒\ ≀{ ∫≀{⊔⊒⊣∇⌉ ⌉\}⟩\⌉⌉∇⟩\} ⊔⟨⊣⊔ ⊣↕↕≀⊒⌉⌈ ⊔⟨⟩∫ ⊙⊣⊒ ⊔≀ ∇⌉⇕⊣⟩\ ⊓\⊘§⌉⌈ {≀∇ ⊔⌉\ †⌉⊣∇∫↙ W⌉ ⌈⟩∫⌋⊓∫∫ ⊔⟨⟩∫ ⊣∫ ⊣ √⊣∇⊔⟩⌋⊓↕⊣∇↕† \≀⊔⊣⌊↕⌉ ⌉§⊣⇕√↕⌉ ≀{ ⊔⟨⌉ \⌉⌉⌈ ⊔≀ ⌉§⊣⇕⟩\⌉ ∫⌉⌋⊓∇⟩⊔†↖⌋∇⟩⊔⟩⌋⊣↕ ⌋≀⌈⌉ ⌋⊣∇⌉{⊓↕↕†⇔ ⌉⊑⌉\ ⊒⟨⌉\ ⟩⊔ ⟩∫ ⇕⊣⌈⌉ √⊓⌊↕⟩⌋↕† ⊣⊑⊣⟩↕⊣⌊↕⌉↙

∞↙ I\⊔∇≀⌈⊓⌋⊔⟩≀\ A∫ ⊒⌉ ⌈⌉√⌉\⌈ ⇕≀∇⌉ ≀\ ⌋≀⇕√⊓⊔⟩\} {≀∇ ⌋∇⟩⊔⟩⌋⊣↕ ⊔⊣∫‖∫⇔ ⊔⟨⌉ ∫⌉⌋⊓∇⟩⊔† ≀{ ⊔⟨≀∫⌉ ∫†∫⊔⌉⇕∫ ⌊⌉⌋≀⇕⌉∫ ⇕≀∇⌉ ∫⟩}\⟩⊘⌋⊣\⊔↙ O⌊↖ ⊑⟩≀⊓∫↕†⇔ ⊣ ‖⌉† ⌋≀⇕√≀\⌉\⊔ ≀{ ⊔⟨⌉ ∫⌉⌋⊓∇⟩⊔† {≀∇ ⊔⟨≀∫⌉ ∫†∫⊔⌉⇕∫ ⟩∫ ⊔⟨⌉ ⊓\⌈⌉∇↕†⟩\} ∫≀{⊔⊒⊣∇⌉ ⊔⟨⊣⊔ ⇕⊣† ∇⊓\ ⊒⟩⊔⟨ √∇⟩⊑⟩↕⌉}⌉ ≀∇

∇⌉}⊓↕⊣⊔⌉ ⊣⌋⌋⌉∫∫↙ T≀ ⌈⌉⊑⌉↕≀√ ⊣ ∫⊔∇≀\} ∫⌉\∫⌉ ≀{ ⊔∇⊓∫⊔ ⟩\ ⊔⟨⌉ ⊓\↖ ⌈⌉∇↕†⟩\} ∫†∫⊔⌉⇕∫⇔ ⊒⌉ ⇕⊓∫⊔ ⌉∫⊔⊣⌊↕⟩∫⟨ ⊔∇⊓∫⊔ ⟩\ ⊔⟨⌉ ∫⊓√√≀∇⊔⟩\} ∫≀{⊔⊒⊣∇⌉↙ O\⌉ ≀{ ⊔⟨⌉ ‖⌉† √∇⟩\⌋⟩√↕⌉∫ ≀{ ⌈⌉√↕≀†⟩\} ⊔∇⊓∫⊔⊣⌊↕⌉ ∫≀{⊔⊒⊣∇⌉ ⟩∫ ⊔⟨⌉ ⌋≀\⌋⌉√⊔ ≀{ ≀√⌉\ ⌈⌉∫⟩}\↙ ⇐∫⌉⌉ ⊔⟨⌉ √∇⟩\⌋⟩√↕⌉∫ ⌈⌉∫⌋∇⟩⌊⌉⌈ ⟩\ ∪∈∞⊎ ⊣∫ ∇⌉√∇⟩\⊔⌉⌈ ⟩\ ∪⊎⇔ ⊣\⌈ ⊔⟨⌉ ⌋≀⇕⇕⌉\⊔∫ ⊣⌊≀⊓⊔ ⊖\≀ ∫⌉⌋⊓∇⟩⊔† ⊔⟨∇≀⊓}⟨ ≀⌊∫⌋⊓∇⟩⊔†⪰ ⟩\ ∪∃⊎↙⇒ T⟨⟩∫ √∇⟩\⌋⟩√↕⌉ ∫⊔⊣⊔⌉∫ ⊔⟨⊣⊔ ⌋≀⌈⌉ � ⊣\⌈ ⌉∫√⌉⌋⟩⊣↕↕† ∫⌉⌋⊓∇⟩⊔†↖⌋∇⟩⊔⟩⌋⊣↕ ⌋≀⌈⌉ � ∫⟨≀⊓↕⌈ \≀⊔ ⌈⌉√⌉\⌈ ≀\ ⊔⟨⌉ ∫⌉⌋∇⌉⌋† ≀{ ⊔⟨⌉ ⌋≀⌈⌉ ≀∇ ⊣↕}≀∇⟩⊔⟨⇕↙ C≀⌈⌉ ⊣\⌈ ⊣↕}≀∇⟩⊔⟨⇕∫ ⌋⊣\ ⌊⌉ ⊣⌋⌋⟩⌈⌉\⊔⊣↕↕† ⌈⟩∫⌋↕≀∫⌉⌈ ≀∇ ∇⌉⊑⌉∇∫⌉↖ ⌉\}⟩\⌉⌉∇⌉⌈⇔ ∫≀ ⊣\† ∫⌉⌋⊓∇⟩⊔† ⟩⇕√↕⟩⌉⌈ ⌊† ‖⌉⌉√⟩\} ⊔⟨⊣⊔ ∫⌉⌋∇⌉⊔ ⟩∫ ⊔∇⊣\∫⟩⊔≀∇† ⊣⊔ ⌊⌉∫⊔↙ F⊓∇⊔⟨⌉∇⇕≀∇⌉⇔ ⊔⟨⌉ ⊣∫∫⊓⇕√⊔⟩≀\ ⟩∫ ⊔⟨⊣⊔ ⌊† √⊓⌊↕⟩∫⟨⟩\} ∫⌉⌋⊓∇⟩⊔†↖⌋∇⟩⊔⟩⌋⊣↕ ⌋≀⌈⌉⇔ ≀⊔⟨⌉∇∫ ⌋⊣\ ⌉§⊣⇕⟩\⌉ ⟩⊔ {≀∇ ⊙⊣⊒∫ ⊣\⌈ }⊣⟩\ ⌋≀\⊘⌈⌉\⌋⌉ ⟩\ ⊔⟨⌉ ⌋≀∇∇⌉⌋⊔\⌉∫∫ ≀{ ⊔⟨⌉ ⌋≀⌈⌉ ⊣\⌈ ⊔⟨⌉ ∫⊔∇⌉\}⊔⟨ ≀{ ⊔⟨⌉ ⊣↕}≀∇⟩⊔⟨⇕↙ A↕⊔⟨≀⊓}⟨ ⊔⟨⟩∫ √∇⟩\⌋⟩√↕⌉ ∫⊓}}⌉∫⊔ ⊣ \⌉⌋⌉∫∫⊣∇† ⌋≀\⌈⟩⊔⟩≀\⇔ ⟩⊔ ⟩∫ \≀⊔ ⊣ ∫⊓{⊘⌋⟩⌉\⊔ ≀\⌉¬ I⊔ ⟩∫ ⊣↕∫≀ \⌉⌋⌉∫∫⊣∇† ⊔⟨⊣⊔ ⊔⟨⌉ ⌋≀⌈⌉ ⌊⌉ ⌉§⊣⇕⟩\⌉⌈ ⌋⊣∇⌉{⊓↕↕† ⊣\⌈ ⌋∇⟩⊔⟩⌋⊣↕↕† ⌊† ⊔∇⊣⟩\⌉⌈ ≀⌊∫⌉∇⊑⌉∇∫↙ M⌉∇⌉↕† ⇕⊣‖⟩\} ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ⊣⊑⊣⟩↕⊣⌊↕⌉ ⌈≀⌉∫ \≀⊔⇔ ⌊† ⟩⊔∫⌉↕{⇔ ⊣⌈⌈ ⊣\† ⌋≀\⊘⌈⌉\⌋⌉ ⟩\ ⊔⟨⌉ ⊓\⌈⌉∇↕†⟩\} ⌋≀∇∇⌉⌋⊔\⌉∫∫ ≀{ ⊔⟨⌉ ⌋≀⌈⌉↙ A∫ \≀⊔⌉⌈ ⟩\ ∪⊎̸⇔ ⌉⊑⌉\ {≀∇⇕⊣↕ √∇≀≀{∫ ≀{ ⌋≀∇∇⌉⌋⊔\⌉∫∫ ∇⌉∐⊓⟩∇⌉ ⌋∇⟩⊔⟩⌋⊣↕ ∇⌉⊑⟩⌉⊒ ≀⊑⌉∇ ⊔⟩⇕⌉ ⊔≀ }⊣⟩\ ⊣\† ⊑⊣↕⟩⌈⟩⊔†↙ U\{≀∇⊔⊓\⊣⊔⌉↕†⇔ ⟨⊣⊑⟩\} ⌋≀⌈⌉ ⊣⊑⊣⟩↕⊣⌊↕⌉ {≀∇ √⊓⌊↕⟩⌋ ∫⌋∇⊓⊔⟩\† ⟨⊣∫ ≀{⊔⌉\ ∇⌉∫⊓↕⊔⌉⌈ ⟩\ ⊣ {⊣↕∫⌉ ∫⌉\∫⌉ ≀{ ∫⌉⌋⊓∇⟩⊔† ⟩\ ⊔⟨⊣⊔ ⌋≀⌈⌉ ⌊† ⟩⊔∫ ⊓∫⌉∇∫↙ W⟨⊣⊔ ⟩∫ ⇕≀∇⌉⇔ ⊣∫ ⊔⟩⇕⌉ }≀⌉∫ ≀\⇔ ⊔⟨⟩∫ ∫⌉\∫⌉ ≀{⊔⌉\ ⟩\⌋∇⌉⊣∫⌉∫ � ⊔⟨⌉ ⌊⌉↕⟩⌉{ ⟩∫ ⊔⟨⊣⊔ ⟩{ \≀ √∇≀⌊↕⌉⇕∫ ⟨⊣⊑⌉ †⌉⊔ ⌊⌉⌉\ ⌈⟩∫⌋≀⊑⌉∇⌉⌈⇔ ⊔⟨⊣⊔ ⊔⟨⌉ √⊣∫∫⊣}⌉ ≀{ ⊔⟩⇕⌉ ⟩\⌋∇⌉⊣∫⌉∫ ⊔⟨⌉ ↕⟩‖⌉↕⟩⟨≀≀⌈ ⊔⟨⊣⊔ \≀ √∇≀⌊↕⌉⇕∫ ⌉§⟩∫⊔↙ R⌉⌋⌉\⊔ ⊔∇⌉\⌈∫ ⟩\ ∫≀{⊔⊒⊣∇⌉ ⌈⌉⊑⌉↕≀√↖ ⇕⌉\⊔⇔ ⊒⟨⌉∇⌉ ⊙⊣⊒∫ ⊣∇⌉ ≀{⊔⌉\ ⌈⟩∫⌋≀⊑⌉∇⌉⌈ ⟩\ ∫≀{⊔⊒⊣∇⌉ ⊒⟩⊔⟨⟩\ ⌈⊣†∫ ⇐≀∇ ⟨≀⊓∇∫→⇒ ≀{ ∇⌉↕⌉⊣∫⌉ ≀\ ⊔⟨⌉ I\⊔⌉∇\⌉⊔ ⊔⌉\⌈ ⊔≀ ⌉§⊣⌋⌉∇↖ ⌊⊣⊔⌉ ⊔⟨⟩∫ ≀⊑⌉∇⊣↕↕ √∇≀⌊↕⌉⇕ ⊒⟩⊔⟨ ↕⌉}⊣⌋† ∫≀{⊔⊒⊣∇⌉ ⌈⌉⊑⌉↕≀√⌉⌈

⊣\⌈ ∇⌉↕⌉⊣∫⌉⌈ ⟩\ ⌉⊣∇↕⟩⌉∇ ⊔⟩⇕⌉∫↙ I\ ⊔⟨⌉ ∇⌉⇕⊣⟩\⌈⌉∇ ≀{ ⊔⟨⟩∫ √⊣√⌉∇ ⊒⌉ ⌉§⊣⇕⟩\⌉ ⊣ √⊣∇⊔⟩⌋⊓↕⊣∇↕† \≀⊔⊣⌊↕⌉ ⌉§⊣⇕√↕⌉ ≀{ ⊔⟨⟩∫ ≀⊑⌉∇⊣↕↕ √∇≀⌊↕⌉⇕ ≀{ ⇕⟩∫√↕⊣⌋⌉⌈ ⊔∇⊓∫⊔¬ ⊔⟨⌉ }⌉\⌉∇⊣⊔⟩≀\ ≀{ ⊖∇⊣\⌈≀⇕⪰ \⊓⇕⌊⌉∇∫ ⟩\ K⌉∇⌊⌉∇≀∫ △↙ W⌉ ⊒⟩↕↕ ⌊⌉}⟩\ ⊒⟩⊔⟨ ⊣ ∇⌉⊑⟩⌉⊒ ≀{ ⊔⟨⌉ ⊓∫⌉ ≀{ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫ ⟩\ ∫⌉⌋⊓∇⌉ ⊣√√↕⟩⌋⊣⊔⟩≀\∫⇔ ⊣\⌈ ⊔⟨⌉\ ⌈⟩∫⌋⊓∫∫ ⊔⟨⌉ √∇≀⌊↕⌉⇕ ⟩\ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ △ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\↙ ∈↙ T⟨⌉ I⇕√≀∇⊔⊣\⌋⌉ ≀{ R⊣\⌈≀⇕ N⊓⇕⌊⌉∇∫ R⊣\⌈≀⇕ ⇕⌉⊣\∫ ⊔⟨⊣⊔⇔ ⊣⇕≀\} ≀⊔⟨⌉∇ ⊔⟨⟩\}∫⇔ ⟩⊔ ∫⟨≀⊓↕⌈ ⌊⌉ ⟩⇕↖ √≀∫∫⟩⌊↕⌉ ⊔≀ }⊓⌉∫∫ ⊔⟨⌉ \⌉§⊔ ⊑⊣↕⊓⌉ ⌊⊣∫⌉⌈ ≀\ ‖\≀⊒↕⌉⌈}⌉ ≀{ √⊣∫⊔ ⊑⊣↕⊓⌉∫↙ T⟨⟩∫ ⌋⊣\ ⌊⌉ ⊣⌋⟨⟩⌉⊑⌉⌈ ⟩\ ⊣ √∫⌉⊓⌈≀↖∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇ ⇐PRNG⇒ ≀\↕† ⟩{ ⟩⊔ ⟩∫ ⌊⊣∫⌉⌈ ≀\ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋ √∇⟩\↖ ⌋⟩√⊣↕∫ ⊣\⌈ ⟩∫ ∫⌉⌉⌈⌉⌈ ⊒⟩⊔⟨ ⊣ ∫⊓{⊘⌋⟩⌉\⊔ ⊣⇕≀⊓\⊔ ≀{ ⌉\⊔∇≀√†⇔ ≀∇ ⊔∇⊓↕† ∇⊣\⌈≀⇕ ⟩\{≀∇⇕⊣⊔⟩≀\↙ A √∫⌉⊓⌈≀↖∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\↖ ⌉∇⊣⊔≀∇ ⟩∫ ⊣ {⊓\⌋⊔⟩≀\ ⊔⟨⊣⊔ }⌉\⌉∇⊣⊔⌉∫ ⊣ √∇⌉⌈⟩⌋⊔⊣⌊↕⌉ ∫⌉∐⊓⌉\⌋⌉ ≀{ \⊓⇕⌊⌉∇∫ ⊔⟨⊣⊔ √⊣∫∫⌉∫ ⌋⌉∇⊔⊣⟩\ ∫⊔⊣⊔⟩∫⊔⟩⌋⊣↕ ⊔⌉∫⊔∫ {≀∇ ∇⊣\⌈≀⇕\⌉∫∫↙ T∇⊓⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇∫ ⇐RNG⇒ ⊣↕∫≀ ∫⊣⊔⟩∫{† ⊔⌉∫⊔∫ {≀∇ ∇⊣\⌈≀⇕\⌉∫∫ ⌊⊓⊔ ⊔⟨⌉† ⊣∇⌉ \≀⊔ √∇⌉⌈⟩⌋⊔⊣⌊↕⌉↙ F≀∇ ⌋∇†√⊔≀}∇⊣√⟨† ⟩⊔ ⟩∫ ⌈⌉∫⟩∇⊣⌊↕⌉ ⊔≀ ⊓∫⌉ ⊣ ⊔∇⊓↕† ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇⇔ ∫⊓⌋⟨ ⊣∫ ≀\⌉ ⌊⊣∫⌉⌈ ≀\ ⇕⌉⊣∫⊓∇⌉⇕⌉\⊔∫ ≀{ ⊓\√∇⌉⌈⟩⌋⊔⊣⌊↕⌉ √⟨†∫⟩⌋⊣↕ √⟨⌉\≀⇕⌉\⊣⇔ ∫⊓⌋⟨ ⊣∫ ∇⊣⌈⟩≀⊣⌋⊔⟩⊑⌉ ⌈⌉⌋⊣†↙ T⟨⌉ {≀↕↕≀⊒⟩\} ⊣∇⌉ ⌋⟨⊣∇⊣⌋⊔⌉∇⟩∫⊔⟩⌋∫ ≀{ ⊣ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋⊣↕↕† ∫⌉⌋⊓∇⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ {≀∇ ∫⌉⌋∇⌉⊔ ‖⌉†∫ ∞↙ T⟨⌉ ∫⌉∐⊓⌉\⌋⌉ ≀{ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫ ∫⟨≀⊓↕⌈ √⊣∫∫ ∫⊔⊣\⌈⊣∇⌈ ∫⊔⊣⊔⟩∫⊔⟩⌋⊣↕ ⊔⌉∫⊔∫ {≀∇ ∇⊣\⌈≀⇕\⌉∫∫↙ ∈↙ T⟨⌉ ∫⌉∐⊓⌉\⌋⌉ ∫⟨≀⊓↕⌈ ⌊⌉ ⊓\√∇⌉⌈⟩⌋⊔⊣⌊↕⌉↙ K\≀⊒⟩\} ⊔⟨⌉ ⊣↕}≀∇⟩⊔⟨⇕ ⊣\⌈ ⊔⟨⌉ √∇⌉⊑⟩≀⊓∫ ∫⌉∐⊓⌉\⌋⌉ ⟩⊔⌉⇕∫ ∫⟨≀⊓↕⌈ \≀⊔ ⊣↕↕≀⊒ ⊔⟨⌉ \⌉§⊔ ⟩⊔⌉⇕ ⟩\ ⊔⟨⌉ ∫⌉∐⊓⌉\⌋⌉ ⊔≀ ⌊⌉ ⌈⌉⊔⌉∇↖ ⇕⟩\⌉⌈↙ ∋↙ T⟨⌉ ∫⌉∐⊓⌉\⌋⌉ ⌋⊣\ \≀⊔ ⌊⌉ ∇⌉↕⟩⊣⌊↕† ∇⌉√∇≀⌈⊓⌋⌉⌈↙ I{ ⊔⟨⌉ }⌉\⌉∇⊣⊔≀∇ ⟩∫ ∇⊓\ ⊔⊒⟩⌋⌉ ⊒⟩⊔⟨ ⊔⟨⌉ ∫⊣⇕⌉ ⟩\⟩⊔⟩⊣↕ ⌋≀\⌈⟩⊔⟩≀\∫⇔ †≀⊓ ⊒⟩↕↕ }⌉⊔ ⊔⊒≀ ⌈⟩{{⌉∇⌉\⌋⌉ ∫⌉∐⊓⌉\⌋⌉∫↙ T⟨⌉ UNIX ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\∫ ∇⊣\⌈⇔ ∇⊣\⌈≀⇕ ⊣\⌈ ↕∇⊣\⌈△∀ ⊒⌉∇⌉ ⌈⌉∫⟩}\⌉⌈ ⊔≀ √∇≀⌈⊓⌋⌉ ⌋≀⇕↖ √↕⌉⊔⌉↕† ∇⌉√∇≀⌈⊓⌋⟩⌊↕⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ ∫⊔∇⌉⊣⇕∫⇔ ⊑⟩≀↕⊣⊔⟩\} √∇≀√⌉∇⊔⟩⌉∫ ⊔⊒≀ ⊣\⌈ ⊔⟨∇⌉⌉ ≀{ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋⊣↕↕† ∫⌉⌋⊓∇⌉ ∇⊣\↖ ⌈≀⇕ \⊓⇕⌊⌉∇∫↙ T⟨⌉∫⌉ {⊓\⌋⊔⟩≀\∫ √∇≀⌈⊓⌋⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ ∫⌉∐⊓⌉\⌋⌉∫ {≀∇ ∫⊔⊣⊔⟩∫⊔⟩⌋⊣↕ √⊓∇√≀∫⌉∫⇔ ↕⟩‖⌉ ∇⊣\⌈≀⇕ ⌉⊑⌉\⊔∫ ⟩\ ⌋≀⇕√⊓⊔⌉∇ ∫⟩⇕⊓↕⊣⊔⟩≀\∫↙ T⟨⌉† ⊒⌉∇⌉ \⌉⊑⌉∇ ⟩\⊔⌉\⌈⌉⌈ ⊔≀ }⌉\⌉∇↖ ⊣⊔⌉ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋⊣↕↕† ∫⌉⌋⊓∇⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫↙ E§⊣⇕√↕⌉∫ ≀{ ⟨≀⊒ ⊔≀ ⌈⌉⊑⌉↕≀√ ∫⌉⌋⊓∇⌉ ∇⊣\⌈≀⇕↖∫⌉∐⊓⌉\⌋⌉ \⊓⇕⌊⌉∇∫ ⊣∇⌉ ⊣⊑⊣⟩↕⊣⌊↕⌉ ⟩\ RFC ∞▽′ ∪∀⊎⇔ K\⊓⊔⟨ ∪∞∋⊎⇔ S⌋⟨\⌉⟩⌉∇ ∪∈∈⇔ √⊣}⌉∫ △∈∞↖△∈∀⊎ ⊣\⌈ G⊣∇⊘\‖⌉↕ ⊣\⌈ S√⊣{{≀∇⌈ ∪∃⇔ √⊣}⌉∫ ∈↖̸∋∞⊎↙ ∈↙∞↙ K⌉† E\⊔∇≀√† E\⊔∇≀√†⇔ ⟩\ ⊔⟨⌉ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋ ∫⌉\∫⌉⇔ ⟩∫ ⊔⟨⌉ ⊣⇕≀⊓\⊔ ≀{ ⟩\{≀∇⇕⊣⊔⟩≀\ ⊔⟨⊣⊔ ⊣ ⇕⌉∫∫⊣}⌉ ⌋≀\⊔⊣⟩\∫ ∪∈∈⇔ √⊣}⌉ ∈∋∋⊎↙ T⟨⌉ ⌉\⊔∇≀√† ≀{ ⊣ ∇⊣\⌈≀⇕ ‖⌉† ⟩∫ ⊔⟨⌉ \⊓⇕⌊⌉∇ ≀{ ⌊⟩⊔∫ ∇⌉∐⊓⟩∇⌉⌈ ⊔≀ ∇⌉√∇⌉∫⌉\⊔ ⊣↕↕ √≀∫∫⟩⌊↕⌉ ‖⌉†∫↙ I⌈⌉⊣↕↕†⇔ ⊔⟨⌉ ⌉\⊔∇≀√† ≀{ ⊣ ‖⌉† ⟩∫ ⌉∐⊓⊣↕ ⊔≀ ⟩⊔∫ ↕⌉\}⊔⟨↙ I\ ≀⊔⟨⌉∇ ⊒≀∇⌈∫⇔ ⌉⊑⌉∇† ∫⟩\}↕⌉ ⌊⟩⊔ ⟩∫

⌋≀⇕√↕⌉⊔⌉↕† ∇⊣\⌈≀⇕ ⊣\⌈ ⟩\⌈⌉√⌉\⌈⌉\⊔ ≀{ ⌉⊑⌉∇† ≀⊔⟨⌉∇ ⌊⟩⊔ ⟩\ ⊔⟨⌉ ‖⌉†↙ E\⊔∇≀√† ⟩∫ ⊔⟨⌉ ⌈⌉⌋⟩⌈⟩\} {⊣⌋⊔≀∇ ⟩\ ⟨≀⊒ ⌈⟩{⊘⌋⊓↕⊔ ‖⌉†∫ ⊣∇⌉ ⊔≀ }⊓⌉∫∫↙ I{ ⊔⟨⌉ ⌉\⊔∇≀√† ⟩∫ \≀⊔ ⌉∐⊓⊣↕ ⊔≀ ⊔⟨⌉ ∫⟩‡⌉ ≀{ ⊔⟨⌉ ‖⌉†⇔ ⊔⟨⌉\ ∫≀⇕⌉ ‖⌉†∫ ⊣∇⌉ ⇕≀∇⌉ ↕⟩‖⌉↕† ⊔≀ ⌊⌉ ⌋⟨≀∫⌉\ ⊔⟨⊣\ ≀⊔⟨⌉∇∫↙ T⟨⟩∫ ∫⊔⊣⊔⟩∫⊔⟩⌋⊣↕ ↕⊣⌋‖ ≀{ ∇⊣\⌈≀⇕\⌉∫∫ ⌋⊣\ ⌊⌉ ⌉§√↕≀⟩⊔⌉⌈ ⊔≀ ∇⌉⌈⊓⌋⌉ ⊔⟨⌉ ⊣⊑⌉∇⊣}⌉ \⊓⇕⌊⌉∇ ≀{ ‖⌉†∫ ⊔⟨⊣⊔ ⟨⊣⊑⌉ ⊔≀ ⌊⌉ ⊔⌉∫⊔⌉⌈ ⌊⌉{≀∇⌉ ⊔⟨⌉ ⊣⌋⊔⊓⊣↕ ‖⌉† ⟩∫ {≀⊓\⌈↙ F≀∇ ⌉§⊣⇕√↕⌉⇔ ⟩{ ⊔⟨⌉∇⌉ ⊣∇⌉ △̸ √≀∫∫⟩⌊↕⌉ ‖⌉†∫⇔ ⌊⊓⊔ ≀\↕† ⊔⟨⌉ ⌉⊑⌉\ \⊓⇕⌊⌉∇∫ ⊣∇⌉ ⊓∫⌉⌈⇔ ⊔⟨⌉\ ⊔⟨⌉ ⌉\⊔∇≀√† ≀{ ⊣\† ≀\⌉ ‖⌉† ⟩∫ ≀\↕† ▽ ⌊⟩⊔∫ ⇐∋∈ ‖⌉†∫ ⊓∫⌉⌈ ⟩∫ ∈▽⇒ ⌉⊑⌉\ ⊔⟨≀⊓}⟨ ⊔⟨⌉ ‖⌉† ⟩∫ ̸⌊⟩⊔∫ ↕≀\}⇔ ⌊⌉⌋⊣⊓∫⌉ ⊔⟨⌉ ↕≀⊒⌉∫⊔ ≀∇⌈⌉∇ ⌊⟩⊔ ⟩∫ ⊣↕⊒⊣†∫ ‡⌉∇≀↙ I\ ⊔⟨⟩∫ ⌋⊣∫⌉⇔ ⊔⟨⌉ \⊓⇕⌊⌉∇ ≀{ ‖⌉†∫ ⊔⟨⊣⊔ \⌉⌉⌈ ⊔≀ ⌊⌉ ⊔∇⟩⌉⌈ ⊔≀ }⊓⌉∫∫ ⊔⟨⌉ ‖⌉† ⌊† ⌊∇⊓⊔⌉ {≀∇⌋⌉ ⟩∫ ⟨⊣↕⊑⌉⌈↙ T⟨⟩∫ ⇕⟩}⟨⊔ ∫⌉⌉⇕ ↕⟩‖⌉ ⊣\ ⊣⌊∫⊓∇⌈ ⌉§⊣⇕√↕⌉⇔ ⌊⊓⊔ ⊔⟨⌉ UNIX ∇⊣\⌈≀⇕ ⊣\⌈ ∇⊣\⌈ {⊓\⌋⊔⟩≀\∫ ⌊≀⊔⟨ ↕⌉⊣⊑⌉ ⊔⟨⌉ ⟨⟩}⟨⌉∫⊔↖≀∇⌈⌉∇ ⌊⟩⊔ ‡⌉∇≀ ∫≀ ⊔⟨⊣⊔ ⊔⟨⌉ \⌉}⊣⊔⟩⊑⌉ \⊓⇕⌊⌉∇∫ ⊣∇⌉ \⌉⊑⌉∇ ∇⌉⊔⊓∇\⌉⌈⇔ ∇⌉⌈⊓⌋⟩\} ⊔⟨⌉ ⌉\⊔∇≀√†↙ ∈↙∈↙ C≀⇕⇕≀\ K\≀⊒↕⌉⌈}⌉ W⟨⟩↕⌉ ⊔⟨⌉ ⌋≀⇕√⊓⊔⌉∇ ∫⌉⌋⊓∇⟩⊔† ⌋≀⇕⇕⊓\⟩⊔† ⊣∫ ⊣ ⊒⟨≀↕⌉ ⌋≀\↖ ∫⟩⌈⌉∇∫ ⊔⟨⌉ \⌉⌉⌈ {≀∇ }≀≀⌈ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇∫ ⌋≀⇕⇕≀\ ‖\≀⊒↕⌉⌈}⌉⇔ ⊔⟨⌉ {⊣⌋⊔ ⊔⟨⊣⊔ ⊔⟨⟩∫ √∇≀⌊↕⌉⇕ ⌋≀\⊔⟩\⊓⌉∫ ⊔≀ ⊣√√⌉⊣∇ ⟩\⌈⟩⌋⊣⊔⌉∫ ⊔⟨⊣⊔ ⊔⟨⟩∫ ⟩∫ ∫⊔⟩↕↕ ⊣ ⇕⊣|≀∇ ⌋⟨⊣↕↕⌉\}⌉ ⌋≀\{∇≀\⊔⟩\} ⊔⟨⌉ ⌋∇†√⊔≀}∇⊣√⟨† ⌋≀⇕⇕⊓\⟩⊔†↙ L⟩⊔⊔↕⌉ ⌉{{≀∇⊔ ⟨⊣∫ ⌊⌉⌉\ ⌉§√⌉\⌈⌉⌈ ⊔≀ ⇕⊣‖⌉ }≀≀⌈ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇∫ ⊣⊑⊣⟩↕⊣⌊↕⌉ ⊔≀ ⟩⇕√↕⌉⇕⌉\⊔≀∇∫ ≀{ ⌋∇†√⊔≀↖ }∇⊣√⟨⟩⌋ √∇≀⊔≀⌋≀↕∫↙ T⟨⌉∇⌉ ⟩∫ \≀ ∫⊔⊣\⌈⊣∇⌈ ⇕⌉⌋⟨⊣\⟩∫⇕ ⟩\ ≀√⌉∇↖ ⊣⊔⟩\} ∫†∫⊔⌉⇕∫ ⇐OS⇒⇔ ⟨⊣∇⌈⊒⊣∇⌉⇔ ≀∇ ⊣√√↕⟩⌋⊣⊔⟩≀\∫ {≀∇ }⌉\⌉∇⊣⊔↖ ⟩\} ∫⊣⊔⟩∫{⊣⌋⊔≀∇†⇔ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋⊣↕↕† ∫⊔∇≀\} ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫↙ W⟨⟩↕⌉ RFC ∞▽′ ∪∀⊎ √∇≀⊑⟩⌈⌉∫ ⌉§⌋⌉↕↕⌉\⊔ ⊣⌈⊑⟩⌋⌉ ≀\ ⊒⟨⌉∇⌉ ∇⊣\⌈≀⇕ ⟩\{≀∇⇕⊣⊔⟩≀\ ⇕⟩}⟨⊔ ∇⌉∫⟩⌈⌉ ≀\ ⊣ ⌋≀⇕√⊓⊔⌉∇⇔ ↕⟩⊔⊔↕⌉ √∇⊣⌋↖ ⊔⟩⌋⊣↕ ⟩\{≀∇⇕⊣⊔⟩≀\ ⟩∫ }⟩⊑⌉\↙ I\ {⊣⌋⊔⇔ \⌉⊣∇↕† ⊣↕↕ ≀{ ⊔⟨⌉ ∫⊓}}⌉∫⊔⌉⌈ ∫≀⊓∇⌋⌉∫ ≀{ }≀≀⌈ ∇⊣\⌈≀⇕ ⌉\⊔∇≀√† ⊣∇⌉ ⟩⇕√≀∫∫⟩⌊↕⌉ ⊔≀ ⌋≀↕↕⌉⌋⊔ ≀\ ⇕≀⌈⌉∇\ OS∫↙ E⊑⌉∇†⊔⟨⟩\} ⊔⟨⊣⊔ ⟩∫ ⊣ √≀⊔⌉\⊔⟩⊣↕ ∫≀⊓∇⌋⌉ ≀{ ∇⊣\⌈≀⇕\⌉∫∫ ⟩∫ ⟩\∫⊓↕⊣⊔⌉⌈ ⌊† ⊣⌊∫⊔∇⊣⌋⊔⟩≀\ ⊣\⌈ ⟨⟩}⟨ ↕⌉⊑⌉↕ ⟩\↖ ⊔⌉∇{⊣⌋⌉∫↙ F≀∇ ∫≀⇕⌉ ≀√⌉∇⊣⊔⟩\} ∫⊓∫⊔⌉⇕∫ ⊔⟨⟩∫ ⟩∫ ⇕≀∇⌉ ≀{ ⊣ √∇≀⌊↕⌉⇕ ⊔⟨⊣\ ≀⊔⟨⌉∇∫↙ F≀∇ ⌉§⊣⇕√↕⌉⇔ ⊔⟨⌉ J⊣⊑⊣ OS ∪∞⊎⇔ ⊔⊣‖⌉∫ ⊣⌊∫⊔∇⊣⌋⊔⟩≀\ ⊔≀ ⊔⟨⌉ ⌉§⊔∇⌉⇕⌉↙ T⟨⌉∇⌉ ⟩∫ \≀ ⊒⊣† ⊔≀ ⊣⌋⌋⌉∫∫ ⇕⌉⇕↖ ≀∇† ↕≀⌋⊣⊔⟩≀\∫ ⌈⟩∇⌉⌋⊔↕†⇔ ⊣↕↕ ⟩\√⊓⊔∝≀⊓⊔√⊓⊔ ⟩∫ ≀\↕† ⌈≀\⌉ ⊔⟨∇≀⊓}⟨ ⌈∇⟩⊑⌉∇∫ ⊒∇⟩⊔⊔⌉\ ⟩\ J⊣⊑⊣⇔ ⊣\⌈ ⊔⟨⌉∇⌉ ⟩∫ \≀ ⊒⊣† ⊔≀ }⌉⊔ ⌈⟩∇⌉⌋⊔ ⊣⌋⌋⌉∫∫ ⊔≀ ∫†∫⊔⌉⇕ ∫⊔⊣⊔⟩∫⊔⟩⌋∫↙ T⟨⌉ J⊣⊑⊣ P↕⊣⊔{≀∇⇕ ∪∞▽⊎ √∇≀⊑⟩⌈⌉∫ †⌉⊔ ⊣\≀⊔⟨⌉∇ ⌈⟩{⊘⌋⊓↕⊔†⇔ ⊔⟨⟩∫ ⌈⌉⊘\⌉∫ ⊔⟨⌉ ⇕⟩\⟩⇕⊣↕ J⊣⊑⊣ API ⊔⟨⊣⊔ ⌋⊣\ ⌊⌉ ∫⊣{⌉↕† ⊣∫∫⊓⇕⌉⌈ ⊔≀ ⌉§⟩∫⊔ ≀\ ⊣\† J⊣⊑⊣ ⇕⊣⌋⟨⟩\⌉↙ T⟨⌉ ⌉§⟩∫⊔⌉\⌋⌉ ≀{ ⟨⊣∇⌈ ⌈∇⟩⊑⌉∫⇔ ≀∇ ≀⊔⟨⌉∇ ⟨⊣∇⌈⊒⊣∇⌉ ⊔⟨⊣⊔ ⌋≀⊓↕⌈ ⌊⌉ ⊣ ∫≀⊓∇⌋⌉ ≀{ ∇⊣\⌈≀⇕\⌉∫∫ ⌋⊣\\≀⊔ ⌊⌉ √∇⌉∫⊓⇕⌉⌈↙ A∫ ∫⊓}}⌉∫⊔⌉⌈ ⟩\ RFC ∞▽′ ∪∀⊎ ⊔⟨⌉ ⊓∫⌉∇ ⟩∫ ⊣ }≀≀⌈ ∫≀⊓∇⌋⌉ ≀{ ∇⊣\⌈≀⇕\⌉∫∫↙ P⌉≀√↕⌉ ∇⊣∇⌉↕† ⌉§⟨⟩⌊⟩⊔ ⌈⌉⊔⌉∇⇕⟩\⟩∫⊔⟩⌋ ⌊⌉⟨⊣⊑⟩≀∇ ⊣\⌈ ⊔⟨⊓∫ √∇≀⊑⟩⌈⌉ ⊣ }≀≀⌈ ∫≀⊓∇⌋⌉ ≀{ ⌉\⊔∇≀√†↙ H≀⊒⌉⊑⌉∇⇔ √⌉≀√↕⌉ ∫↕⌉⌉√ ⌉⊑⌉\ ⟩{ ⊔⟨⌉⟩∇ ⌋≀⇕√⊓⊔⌉∇∫ ⌈≀ \≀⊔↙ I{ ⌋≀⇕√⊓⊔⌉∇∫ ⌋⊣\ ≀\↕† }⌉⊔ ⌉\⊔∇≀√† {∇≀⇕ ⊣ ⊓∫⌉∇≃∫ ⟩\√⊓⊔⇔ ⊒⟨⊣⊔ ⟩∫ ⊔⟨⌉ ⌋≀⇕√⊓⊔⌉∇ ⊔≀ ⌈≀ ⊒⟨⌉\ ⊔⟨⌉ ⊓∫⌉∇ ↕⌉⊣⊑⌉∫ ⟨⟩∫ ⊔⌉∇⇕⟩\⊣↕⊥ A∇⌉ ∇⊣\⌈≀⇕ ‖⌉†∫ ⊔≀ ⌊⌉ ⇕≀∇⌉ ∫⌉⌋⊓∇⌉ ⊒⟨⌉\ ⊔⟨⌉ ⊓∫⌉∇ ⟩∫ √∇⌉∫⌉\⊔ ⊣⊔ ⊔⟨⌉ ‖⌉†⌊≀⊣∇⌈ ⊑⌉∇∫⊓∫ ⊒⟨⌉\ ⊔⟨⌉ ⊓∫⌉∇ }≀⌉∫ ≀\ ⊑⊣⌋⊣⊔⟩≀\ {≀∇ ⊣ ⊒⌉⌉‖⊥ W⟨⊣⊔ ⊣⌊≀⊓⊔

∫⌉∇⊑⌉∇∫ ⊔⟨⊣⊔ \⌉⊑⌉∇ ⟨⊣⊑⌉ ⊓∫⌉∇∫ ⌈⟩∇⌉⌋⊔↕† ↕≀}}⌉⌈ ⟩\⊔≀ ⊔⟨⌉⇕⊥ O∇ ⊘∇⌉⊒⊣↕↕∫ ⊔⟨⊣⊔ ⟩⇕√↕⌉⇕⌉\⊔ ⊑⟩∇⊔⊓⊣↕ √∇⟩⊑⊣⊔⌉ \⌉⊔⊒≀∇‖∫⊥ M≀∫⊔ ⊘∇⌉⊒⊣↕↕∫ ⊣∇⌉ ⌈⌉∫⟩}\⌉⌈ ⊔≀ \≀⊔ ∫⊓√√≀∇⊔ ⌈⟩∇⌉⌋⊔ ⊓∫⌉∇ ⌋≀\\⌉⌋⊔⟩≀\∫↙ O∇ ⊒⟨⊣⊔ ⊣⌊≀⊓⊔ ⊔⟨⌉ I\⊔⌉∇\⌉⊔ ⊣√√↕⟩⊣\⌋⌉∫ ≀{ ⊔⟨⌉ {⊓⊔⊓∇⌉⊥ T⟨⌉∫⌉ ⌈⌉⊑⟩⌋⌉∫ ⊒⟩↕↕ ⟨⊣⊑⌉ ⊑⌉∇† ↕⟩⇕⟩⊔⌉⌈ ⊓∫⌉∇ ⟩\⊔⌉∇{⊣⌋⌉∫↙ S⟨≀⊓↕⌈ ⊓∫⌉∇∫ ≀{ ⊔⟨⌉ {⊓⊔⊓∇⌉ ⌊⌉ ⌉§√⌉⌋⊔⌉⌈ ⊔≀ ≀√⌉\ ⊣\⌈ ⌋↕≀∫⌉ ⊔⟨⌉⟩∇ ∇⌉{∇⟩}⌉∇⊣↖ ⊔≀∇ ⌈≀≀∇ ∞′′′ ⊔⟩⇕⌉∫ ⊒⟨⟩↕⌉ ⊔⟨⌉ ∇⌉{∇⟩}⌉∇⊣⊔≀∇ ⌋≀↕↕⌉⌋⊔∫ ⌉\⊔∇≀√†⊥ U∫⌉∇ ⟩\√⊓⊔ ⟩∫ ⊣ ↕⟩⇕⟩⊔⌉⌈ ∇⌉∫≀⊓∇⌋⌉ ⊔⟨⊣⊔ ⌋⊣\\≀⊔ ⌊⌉ ⌋≀⊓\⊔⌉⌈ ≀\↙ A\≀⊔⟨⌉∇ ⇕⌉⊔⟨≀⌈ {≀∇ √∇≀⌈⊓⌋⟩\} ∫⌉⌋⊓∇⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫ ⟩∫ ⊔≀ ∫⌉⌉⌈ ⊣ PRNG ⊒⟩⊔⟨ ⊣ ↕≀⌋⊣↕ ∫⌉⌋∇⌉⊔ ‖⌉†↙ T⟨⟩∫ ⟩∫ ⊔⟨⌉ ⟨⌉⊣∇⊔ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ ▽ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇↙ T⟨⟩∫ ⊒≀∇‖∫ {≀∇ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ ▽⇔ ⌊⌉⌋⊣⊓∫⌉ ⊔≀ }⊓⌉∫∫ ⊔⟨⌉ ∫⌉⌉⌈ ⇐⊣\⌈ ⊔⟨⊓∫ ⊔⟨⌉ ∫⊔⊣⊔⌉⇒ ≀{ ⊔⟨⌉ RNG ≀\⌉ ⇕⊓∫⊔ ⊘∇∫⊔ }⊓⌉∫∫ ⊔⟨⌉ ↕≀⌋⊣↕ ∫⌉⌋∇⌉⊔ ‖⌉† ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇↙ O{ ⌋≀⊓∇∫⌉⇔ ⟩{ †≀⊓ ‖\≀⊒ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ⊔⟩⌋‖⌉⊔ }∇⊣\⊔⟩\} ∫⌉∇⊑⌉∇ ⇐TGS⇒ ‖⌉†⇔ ⊔⟨⌉\ †≀⊓ ⌈≀ \≀⊔ \⌉⌉⌈ ⊔≀ ⌊⌉ ⊣⌊↕⌉ ⊔≀ }⊓⌉∫∫ ∫⌉∫∫⟩≀\ ‖⌉†∫⇔ ⌊⌉⌋⊣⊓∫⌉ †≀⊓ ⌋⊣\ ∫⟩⇕√↕† ⌋∇⌉⊣⊔⌉ †≀⊓∇ ≀⊒\ ⊔⟩⌋‖⌉⊔∫↙ T⟨⊓∫ ⊔⟨⌉ RNG ⟩∫ ⌉∐⊓⊣↕↕†⇔ ⟩{ \≀⊔ ∫↕⟩}⟨⊔↕† ⇕≀∇⌉ ∫⌉⌋⊓∇⌉ ⊔⟨⊣\ ⊔⟨⌉ TGS ∫⌉⌋∇⌉⊔ ‖⌉†⇔ ⊒⟨⟩⌋⟨ ⟩∫ ⊣∫ ⟩⊔ ∫⟨≀⊓↕⌈ ⌊⌉↙ H≀⊒⌉⊑⌉∇⇔ ⊔⟨⌉∇⌉ ⟩∫ ⊣ ⌊≀≀⊔∫⊔∇⊣√√⟩\} √∇≀⌊↕⌉⇕ {≀∇ ⊔⟨⟩∫ ⊔⌉⌋⟨\⟩∐⊓⌉ ⟩\ }⌉\⌉∇⊣↕↙ W⟨⊣⊔ ⟨⊣√√⌉\∫ ⟩{ ⊔⟨⌉ ⇕⊣∫⊔⌉∇ ‖⌉†⇔ ⟩\ ⊔⟨⟩∫ ⌋⊣∫⌉ ⊔⟨⌉ TGS ‖⌉†⇔ ⟩∫ }⌉\⌉∇⊣⊔⌉⌈ ⊣⊔ ∇⊣\⌈≀⇕ ⊓∫⟩\} ⊔⟨⌉ ∫⊣⇕⌉ RNG⊥ H≀⊒ ⟩∫ ⊔⟨⌉ RNG ∫⌉⌉⌈⌉⌈⊥ I{ ⊔⟨⌉∇⌉ ⟩∫ ∫≀⇕⌉ ≀⊔⟨⌉∇ ⊓\∫⌉⌋⊓∇⌉ ⇕⌉⊔⟨≀⌈ {≀∇ ∫⌉⌉⌈⟩\} ⊔⟨⌉ RNG⇔ ⊔⟨⌉\ ⊔⟨⌉ ⇕⊣∫⊔⌉∇ ‖⌉† ⟩∫ \≀⊔ ⊔∇⊓↕† ⊣ ∫⌉⌋∇⌉⊔⇔ ⊣\⌈ ⊔⟨⌉ ⊒⟨≀↕⌉ ∫†∫⊔⌉⇕ ⟩∫ ⊑⊓↕\⌉∇⊣⌊↕⌉↙ ∈↙∋↙ A↕}≀∇⟩⊔⟨⇕ A\⊣↕†∫⟩∫ W⟨⟩↕⌉ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋ √∇≀⊔≀⌋≀↕∫ ⊣\⌈ ⌉\⌋∇†√⊔⟩≀\ ⊣↕}≀∇⟩⊔⟨⇕∫ ⊣∇⌉ ∫⊓⌊|⌉⌋⊔⌉⌈ ⊔≀ }∇⌉⊣⊔ ∫⌋∇⊓⊔⟩\†⇔ RNG∫ ∇⊣∇⌉↕† ⊣∇⌉↙ P∇≀⊔≀⌋≀↕∫ ⊣∇⌉ ⌋↕≀∫⌉↕† ∫⊔⊓⌈⟩⌉⌈ {≀∇ ⊒⌉⊣‖\⌉∫∫⌉∫⇔ ⊣\⌈ ∫≀⇕⌉⊔⟩⇕⌉∫ √∇≀⊑⌉\ ⊔≀ ⌊⌉ ∫⌉⌋⊓∇⌉↙ T⟨⌉ ⊓∫⌉ ≀{ ∇⊣\⌈≀⇕ \≀\⌋⌉∫ ⊣\⌈ ∇⊣\⌈≀⇕↕† ⌋⟨≀∫⌉\ ‖⌉†∫ ⊣∇⌉ {∇⌉∐⊓⌉\⊔ ⌋≀⇕√≀\⌉\⊔ ≀{ ∫⊓⌋⟨ √∇≀⊔≀⌋≀↕∫ ⌊⊓⊔ ⊔⟨⌉⟩∇ ⌋≀∇∇⌉⌋⊔\⌉∫∫ ⟩∫ ⊔⊣‖⌉\ {≀∇ }∇⊣\⊔⌉⌈↙ T⟨⌉∇⌉ ⊣∇⌉ \≀ {≀∇⇕⊣↕ ⇕⌉⊔⟨≀⌈∫ {≀∇ ⊣\⊣↕†‡⟩\} ⊔⟨⌉ ⌉\⊔∇≀√† ≀{ ‖⌉† ⌈⊣⊔⊣↙ F≀∇ ⌉§⊣⇕√↕⌉⇔ B⌉↕↕≀⊑⟩\ ⊣\⌈ M⌉∇∇⟩⊔⊔ ⌉§⊣⇕⟩\⌉⌈ ∫⌉⊑⌉∇⊣↕ √∇≀⌊↕⌉⇕∫ ⟩\ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ √∇≀⊔≀⌋≀↕ ⟩\ L⟩⇕⟩⊔⊣⊔⟩≀\∫ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ A⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ S†∫⊔⌉⇕ ∪∈⊎↙ T⟨⌉∫⌉ ⊒⌉⊣‖\⌉∫∫⌉∫ ⟩\ ⊔⟨⌉ √∇≀⊔≀⌋≀↕ ⟩\⌋↕⊓⌈⌉⌈ ∇⌉√↕⊣† ⊣⊔⊔⊣⌋‖∫⇔ ∫⌉⌋⊓∇⌉ ⊔⟩⇕⌉ ∫⌉∇⊑⟩⌋⌉∫⇔ √⊣∫∫⊒≀∇⌈↖}⊓⌉∫∫⟩\} ⊣⊔⊔⊣⌋‖∫⇔ ⊣\⌈ ↕≀}⟩\ ∫√≀≀⊘\}↙ H≀⊒⌉⊑⌉∇⇔ ⊔⟨⌉† ⌈⟩⌈ \≀⊔ ⊣⌈⌈∇⌉∫∫ ⟩∫∫⊓⌉∫ ≀{ √∇≀⊔≀⌋≀↕ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\⇔ ∫⊓⌋⟨ ⊣∫ ‖⌉† ∇⊣\⌈≀⇕\⌉∫∫ ⟩\ ⊔⟨⌉⟩∇ ⊒≀∇‖↙ T⟨⟩∫ ⌉§⌋⌉↕↕⌉\⊔ ⊣\⊣↕†∫⟩∫ ≀{ ⊔⟨⌉ √∇≀⊔≀⌋≀↕⇔ ⌈⌉⇕≀\∫⊔∇⊣⊔⌉∫ ⊔⟨⌉ ⌋≀⇕⇕⊓\⟩⊔†≃∫ {≀⌋⊓∫ ≀\ ⊔⟨⌉ ⊔⟨⌉≀∇⌉⊔⟩⌋⊣↕ ⊑⊓↕\⌉∇⊣⌊⟩↕⟩⊔† ≀{ ∫†∫⊔⌉⇕∫↙ ∋↙ I\⊔∇≀⌈⊓⌋⊔⟩≀\ ⊔≀ K⌉∇⌊⌉∇≀∫ K⌉∇⌊⌉∇≀∫ ⟩∫ ⊣ ∫⌉⌋∇⌉⊔ ‖⌉† \⌉⊔⊒≀∇‖ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ √∇≀⊔≀⌋≀↕ ∪∈′⊎ ⌈⌉∫⟩}\⌉⌈ ⊣⊔ MIT {≀∇ P∇≀|⌉⌋⊔ A⊔⟨⌉\⊣↙ I⊔ ⟩∫ ⌊⊣∫⌉⌈ ≀\ ⊔⟨⌉ N⌉⌉⌈⟨⊣⇕↖S⌋⟨∇≀⌉⌈⌉∇ ∪∞∀⊎ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ √∇≀⊔≀⌋≀↕↙ T⟨⌉ }≀⊣↕∫ ≀{ K⌉∇⌊⌉∇≀∫ ⊣∇⌉ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\⇔ ⊣⊓⊔⟨≀∇⟩‡⊣⊔⟩≀\⇔ ⊣\⌈ ⊣⌋↖ ⌋≀⊓\⊔⟩\}↙ S≀⇕⌉ ≀{ ⊔⟨⌉ √∇≀⊔≀⌋≀↕ ∇⌉∐⊓⟩∇⌉⇕⌉\⊔∫ ⊣∇⌉ ⊔⟨⊣⊔ ⊣⊓↖ ⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\⌊⌉ ⊔⊒≀↖⊒⊣†⇔ \≀ ⌋↕⌉⊣∇⊔⌉§⊔ √⊣∫∫⊒≀∇⌈∫ ⌊⌉ ⊔∇⊣\∫⇕⟩⊔↖

⊔⌉⌈ ≀⊑⌉∇ ⊔⟨⌉ \⌉⊔⇔ \≀ ⌋↕⌉⊣∇⊔⌉§⊔ √⊣∫∫⊒≀∇⌈∫ ⌊⌉ ∫⊔≀∇⌉⌈ ≀\ ∫⌉∇⊑⌉∇∫⇔ ⌋↕⟩⌉\⊔∫ ⊓∫⌉ ⌋↕⌉⊣∇⊔⌉§⊔ √⊣∫∫⊒≀∇⌈∫ {≀∇ ⊔⟨⌉ ∫⟨≀∇⊔⌉∫⊔ ⊔⟩⇕⌉ √≀∫∫⟩⌊↕⌉⇔ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ⟨⊣⊑⌉ ⊣ ↕⟩⇕⟩⊔⌉⌈ ↕⟩{⌉⊔⟩⇕⌉⇔ ⊣\⌈ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ⌊⌉ ⊔∇⊣\∫√⊣∇⌉\⊔ ⊔≀ ⊔⟨⌉ ⊓∫⌉∇↙ T⟨⌉ ⌊⊣∫⟩⌋ ⊖⌋⊓∇∇⌉\⌋†⪰ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ √∇≀↖ ⊔≀⌋≀↕ ⟩∫ ⊣ ⌋∇⌉⌈⌉\⊔⟩⊣↕ ≀∇ ⌋⊣√⊣⌊⟩↕⟩⊔† ‖\≀⊒\ ⊣∫ ⊣ ⊔⟩⌋‖⌉⊔↙ T⟨⌉ √≀∫∫⌉∫∫⟩≀\ ≀{ ⊣ ⊔⟩⌋‖⌉⊔ ⊣\⌈ ⟩⊔∫ ⊣⌋⌋≀⇕√⊣\†⟩\} ∫⌉∫∫⟩≀\ ‖⌉† ⌈⌉↖ ⊔⌉∇⇕⟩\⌉∫ ⊔⟨⌉ ⊣⌊⟩↕⟩⊔† ⊔≀ ⊓∫⌉ ⊣ ∫⌉∇⊑⟩⌋⌉↙ T⟨⌉ √∇≀⊔≀⌋≀↕ ⟩\⌋↕⊓⌈⌉∫ ⊔⟨⌉ ⊓∫⌉ ≀{ ⊔⟩⇕⌉ ∫⊔⊣⇕√∫ ⊣\⌈ ⟩⌈⌉\⊔⟩⊘⌋⊣⊔⟩≀\ ∫⊔∇⟩\}∫ ⇐‖\≀⊒\ ⊣∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔≀∇∫⇒ ⊔≀ √∇⌉⊑⌉\⊔ ∇⌉√↕⊣† ⊣\⌈ ⇕⊣\↖⟩\↖⊔⟨⌉↖⇕⟩⌈⌈↕⌉ ⊣⊔⊔⊣⌋‖∫↙ I⊔ ⊣↕∫≀ ⟩\⌋↕⊓⌈⌉∫ ⊔⟨⌉ ⊣⌊⟩↕⟩⊔† ⊔≀ ⊓∫⌉ ⌉\⌋∇†√⊔⟩≀\ {≀∇ ⇕⌉∫∫⊣}⌉ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ⊣\⌈ ⇕⌉∫∫⊣}⌉ ∫⌉⌋∇⌉⌋†↙ △↙ K⌉∇⌊⌉∇≀∫ A⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ P∇≀⊔≀⌋≀↕ K⌉∇⌊⌉∇≀∫ ⟩∫ ⊣ ⊔∇⊓∫⊔⌉⌈ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ √∇≀⊔≀⌋≀↕ ⌈⌉∫⟩}\⌉⌈ {≀∇ TCP∝IP \⌉⊔⊒≀∇‖∫↙ T⟨⌉ √∇≀⊔≀⌋≀↕ ⟩∫ ⌈⌉∫⌋∇⟩⌊⌉⌈ ⟩\ K⌉∇⌊⌉∇≀∫¬ A\ A⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ S⌉∇⊑⟩⌋⌉ {≀∇ O√⌉\ N⌉⊔⊒≀∇‖ S†∫⊔⌉⇕∫ ∪∈∋⊎ ⊣\⌈ A√√↕⟩⌉⌈ C∇†√⊔≀}∇⊣√⟨† ∪∈∈⇔ √⊣}⌉∫ ▽̸↖▽∞⊎↙ I\ ⊔⟨⌉ ⌈⌉↖ ∫⌋∇⟩√⊔⟩≀\∫ ⌊⌉↕≀⊒⇔ ⊔⟨⌉ √∇⟩\⌋⟩√⊣↕ ⊣\⌈ ⊔⟨⌉ ⌋↕⟩⌉\⊔ ⌈⌉\≀⊔⌉⌈ ⌊† C ⊣∇⌉ ⊔⟨⌉ ⊓∫⌉∇↙ T⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇ ⟩∫ ⊣↕∫≀ ⌋⊣↕↕⌉⌈ ⊔⟨⌉ K⌉† D⟩∫⊔∇⟩⌊⊓⊔⟩≀\ C⌉\⊔⌉∇ ⊣\⌈ ⟩∫ ⌈⌉\≀⊔⌉⌈ ⌊† KDC↙ T⟨⌉ T⟩⌋‖⌉⊔ G∇⊣\⊔⟩\} S⌉∇⊑⌉∇ ⊒⟨⟩⌋⟨ }∇⊣\⊔∫ ⊔⟩⌋‖⌉⊔∫ ⊔≀ ∫⌉∇⊑⟩⌋⌉ √∇⟩\⌋⟩√⊣↕∫ ⟩∫ ⌈⌉\≀⊔⌉⌈ ⌊† TGS↙ T⟨⌉ ∫⌉∇⊑⟩⌋⌉ √∇⟩\⌋⟩√⊣↕∫ ⊣∇⌉ ∫⌉∇⊑⟩⌋⌉∫ ∫⊓⌋⟨ ⊣∫ ⊘↕⌉ ∫†∫⊔⌉⇕∫⇔ √∇⟩\⊔⌉∇∫⇔ ∇⌉⇕≀⊔⌉ ⌋≀⇕⇕⊣\⌈ ⌉§⌉⌋⊓⊔⟩≀\ ⇐∇∫⟨⇒⇔ ∇⌉⇕≀⊔⌉ ↕≀}⟩\ ⇐∇↕≀}⟩\⇒ ⊣\⌈ ⌉↖⇕⊣⟩↕ }⊣⊔⌉⊒⊣†∫ ⊣\⌈ ⊣∇⌉ ⌈⌉\≀⊔⌉⌈ ⌊† S↙ T⟨⌉ ⌉§⌋⟨⊣\}⌉ ⌊⌉⊔⊒⌉⌉\ ⊔⟨⌉ ⌋↕⟩⌉\⊔ ⊣\⌈ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇ ⟩∫ ⌋⊣↕↕⌉⌈ ⊔⟨⌉ A⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ S⌉∇⊑⟩⌋⌉ ⇐AS⇒↙ I\ ⊔⟨⌉ ⟩⇕↖ √↕⌉⇕⌉\⊔⊣⊔⟩≀\⇔ ⊔⟨⌉ KDC ⊣\⌈ ⊔⟨⌉ TGS ⊣∇⌉ ⟩\⊔⌉}∇⊣⊔⌉⌈ ⟩\ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇ √∇≀⌋⌉∫∫↙ T⟨⌉ {≀↕↕≀⊒⟩\} \≀⊔⊣⊔⟩≀\ ⟩∫ ⊓∫⌉⌈¬ • K_a denotes a secret key owned by agent a▷ • K_{a,b} denotes a session key shared by agents a and b▷ • T_{a,s} is a ticket granting agent a access to service s▷ • A_c is an authenticator containing the name of client c▷ • {M }K is message M enciphered with key K▷ 4▷1▷ Version 4 Protocol The Kerberos Version 4 protocol consists of αve steps in which the client C communicates to the Kerberos server KDC to get a Ticket Granting Ticket▷ It then communicates with the Ticket Granting Service TGS to get a Ticket to a service principal▷ Finally it communicates with the service principal S▷ Figure 1 is a pictorial view of the authentication protocol▷ 1▷ C → KDC¬ c, tgs 2▷ KDC → C¬ {K_{c,tgs}, {T_{c,tgs}}K_{tgs}}K_c

Figure 1▷ Kerberos Authentication Steps

3▷ C → TGS¬ s, {T c,tgs}Ktgs, {Ac}Kc,tgs 4▷ TGS → C¬ {{T c,s}Ks, Kc,s}Kc,tgs 5▷ C → S¬ {A c}Kc,s, {Tc,s}Ks The random session keys are K c,tgs and K c,s and the ticket granting authorityφs secret key is K tgs▷ The ticket is denoted by T and A is an authenticator▷ 5▷ Kerberos Session Key Generation Kerberos makes use of random session keys for authen ticating transactions▷ Knowledge of these secret keys is used as proof of identity and for verifying the authenticity of messages▷ The secrecy of these keys is paramount to the integrity of the Kerberos system▷ If one of the keys is com promised then anything authenticated by that key cannot be trusted▷ The following sections describe how and when the vari ous versions and implementations of Kerberos generate se cret keys▷ 5▷1▷ Kerberos Version 4 RNG The session key generation code is implemented in src◁lib◁des◁random key▷c in the Kerberos Version 4 source code hierarchy▷ The random key▷c code is fairly straightforward▷ A pseudo random number genera tor is seeded each time a session key is generated with the following information bitwise exclusive orφd ↼XOR↽. 1▷ timeofday seconds since UTC 0.00 Jan▷ 1 1970 2▷ process ID of the Kerberos server process 3▷ cumulative count of session keys generated

4▷ fractional part of timeofday seconds since UTC 0.00 Jan▷ 1 1970 in microseconds 5▷ hostid of the machine on which the Kerberos server is running Kerberos Version 4 uses the UNIX random function to produce the random DES keys▷ Kerberos generates a ran dom DES key by αrst seeding the random number generator with a seed chosen as outlined in above then it makes two calls to the random function to get 64 pseudorandom bits▷ This 64bit block has every eighth bit set as a parity bit leaving a 56bit DES key▷ The random function relies on a 32bit seed value to determine the state of the linear feed back shift register used for generating the pseudo random numbers▷ The seed is composed as described above▷ Thus any sequence of numbers created by the random function no matter how long relies solely on the 32bit seed value▷ The entropy of any number sequence produced by random↼↽ has an entropy of only 32 bits▷ Likewise the Kerberos ses sion keys have an entropy of only 32 bits▷ The only component of the seed that signiαcantly changes between successive key generations is the microseconds value▷ This yields a key entropy of about 20 bits ↼106↽▷ Other components such as the seconds the cumulative count of keys generated and the process ID only affect the low order bits▷ Because these values are XORφd together any entropy that might have been gained from the other val ues is washed out by the microseconds value▷ Unlike the loworder 20 bits the αrst twelve bits rarely change and are predictable▷ This can be seen graphically in Figure 2▷ As a result of this poor choice in seed values given knowledge of the approximate time that a key was gener ated there are only about 220↼or approximately one million↽ possible keys▷ 6▷ Guessing Random Keys This section describes the process of guessing Kerberos random keys and discusses how to exploit these weak keys▷ 6▷1▷ The Naive Brute Force Method A brute force attack on a key is an exhaustive search of all possible key values until the correct one is found▷ Brute force attacks typically require a known plaintext and ciphertext pair enciphered with the desired key▷ The known plaintext is used to identify when the correct key is found▷ Ideally the size and entropy of the key is such that it takes a very long time on the order of 1010years or more to try all possible keys▷ Finding DES keys by brute force has been a hot topic of discussion in the cryptography world▷ DES keys are

Figure 2▷ Random Number Generator Seed

56 bits long and since the adoption of the Data Encryption Standard in 1981 the time and expense required to discover a DES key by brute force has been reduced to alarmingly easy levels▷ For example it is estimated that 56bit keys could be broken in an average of 3▷5 hours with ϖ1 million of special hardware ♭3♯▷ Kerberos uses DES for authentication and encrypting its tickets and session trafαc▷ Someone with enough computing resources as stated above could brute force session keys in about 3▷5 hours which is within the lifetime of these keys and use them▷ This assumes that the 56bit DES session keys are chosen completely at random and that the entropy of the keys is 56 bits▷ In practice Version 4 falls short of this goal▷ Each session key has an entropy much smaller than 56 bits▷ The result is that Version 4 keys are relatively easy to guess using an intelligent brute force attack▷ 6▷2▷ Brute Forcing Seed Values The brute force method can be scaled down from 256 possible DES keys to the 232possible seed values used to generate the keys▷ This reduces the search by a factor of 224 ↼or roughly 17 million times↽▷ The weakness lies in the fact that the entropy of the DES key cannot excede the entropy of the seed value used to create it▷ Because the seed is only 32 bits long the entropy of the resulting keys cannot be more than 32 bits▷ Estimated average time to search the 232possible seed values is about 28 hours on a SPARC 5 and 6 hours on a DEC Alpha▷ Although 28 hours is longer than the 21 hour lifespan of Kerberos tickets and the 5 minute lifespan of the authenticators it is still well within the lifetime of other secret keys used by Kerberos services▷ If the seed itself is not truly random then the number of seeds that must be tried can reduce the time to search the entire key space▷ 6▷3▷ Educated Guessing of Seed Values Trying to guess all possible 232seed values produces a tremendous savings in time over guessing a full DES key▷ However without resorting to using parallelization or super computers session keys and encrypted tickets will expire before they can be successfully decrypted▷ The solution is to exploit the lack of entropy in the seed values▷ Table 1 gives the amount of entropy in bits that exists in each component of the random seed▷ Because all the nonpredictable bits are located in the loworder position of each seed component and the values are XORφed together the total entropy of the seed is equal to that of the component with the largest entropy▷ Figure 2 shows how the seed value is formed▷ Seed Component Insider Outsider time ↼seconds↽ 0 0 process ID 0 ≤ ∞′ \⊓⇕⌊⌉∇ ≀{ ‖⌉†∫ ′ ≤ ∞′ ⊔⟩⇕⌉ ⇐⇕⟩⌋∇≀∫⌉⌋≀\⌈∫⇒ ∈′ ∈′ ⟨≀∫⊔⟩⌈ ′ ∈′ T≀⊔⊣↕ U\‖\≀⊒\ ⌊⟩⊔∫ ∈′ ∈′

T⊣⌊↕⌉ ∞↙ E\⊔∇≀√† ≀{ ∫⌉⌉⌈ ⌋≀⇕√≀\⌉\⊔∫↙ I⊔ ⟩∫ ∫⊔⊣∇⊔↕⟩\} ⊔≀ ≀⌊∫⌉∇⊑⌉ ⊔⟨⊣⊔ ⊣\ ⟩\∫⟩⌈⌉ ⊣⊔⊔⊣⌋‖⌉∇ ⊒⟨≀ ⟨⊣∫ ⊣⌋⌋⌉∫∫ ⊔≀ ⊔⟨⌉ ⇕⊣⌋⟨⟩\⌉ ≀\ ⊒⟨⟩⌋⟨ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇ ⟩∫ ∇⊓\↖ \⟩\} ⌈≀⌉∫ \≀⊔ }⊣⟩\ ⊣\† ⟩\{≀∇⇕⊣⊔⟩≀\ ⊣⌊≀⊓⊔ ⊔⟨⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉↙ T⟨⟩∫ ⟩∫ ⌊⌉⌋⊣⊓∫⌉ ⊔⟨⌉ ⊑⊣↕⊓⌉∫ ≀{ ⊔⟨⌉ √∇≀⌋⌉∫∫ ⟩⌈⇔ ⟨≀∫⊔⟩⌈⇔ \⊓⇕⌊⌉∇ ≀{ ‖⌉†∫ }⌉\⌉∇⊣⊔⌉⌈⇔ ⊣\⌈ ⌋⊓∇∇⌉\⊔ ⊔⟩⇕⌉ ⊣∇⌉ ⊣↕↕ ≀⌊{⊓∫⌋⊣⊔⌉⌈ ⌊† ⊔⟨⌉ ⊔⟩⇕⌉ ⟩\ ⇕⟩⌋∇≀∫⌉⌋≀\⌈∫ ⊑⊣↕⊓⌉↙ T⟨⊓∫ ⊣\ ≀⊓⊔∫⟩⌈⌉ ⊣⊔⊔⊣⌋‖⌉∇ ⊔⟨⊣⊔ ‖\≀⊒∫ \≀⊔⟨⟩\} ⊣⌊≀⊓⊔ ⊔⟨⌉ ⇕⊣⌋⟨⟩\⌉ ∇⊓\\⟩\} ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇ }⌉\⌉∇⊣⊔⟩\} ⊔⟨⌉ ‖⌉†∫ ⟩∫ ⊣⊔ \≀ ⌈⟩∫⊣⌈⊑⊣\⊔⊣}⌉ ⊒⟨⌉\ ⟩⊔ ⌋≀⇕⌉∫ ⊔≀ }⊓⌉∫∫⟩\} ⊔⟨⌉ ⊘\⊣↕ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫↙ T⟨⌉ ⟨≀∫⊔⟩⌈ ⟩∫ ⌋∇⌉⌈⟩⊔⌉⌈ ⊒⟩⊔⟨ ∈′ ≀∇ {⌉⊒⌉∇ ⌊⟩⊔∫ ≀{ ⌉\⊔∇≀√†↙ T⟨⟩∫ ⟩∫ ⌊⌉⌋⊣⊓∫⌉ ⊔⟨⌉ ⊔≀√ ∞∈ ⌊⟩⊔∫ ⌋⊣\ ⌉⊣∫⟩↕† ⌊⌉ ⌈⌉⊔⌉∇⇕⟩\⌉⌈↙ I{ ⊔⟨⌉ ⟨≀∫⊔⟩⌈ ⊑⊣↕⊓⌉ ⟩∫ \≀⊔ ‖\≀⊒\⇔ ⊔⟨⌉\ ⊔⟨⌉ ⊒⟨≀↕⌉ ∋∈↖⌊⟩⊔ ∫⌉⌉⌈ ⊑⊣↕⊓⌉ ⇕⊓∫⊔ ⌊⌉ ⌊∇⊓⊔⌉ {≀∇⌋⌉⌈ ≀\⌋⌉↙ W⟩⊔⟨ ⊔⟨⟩∫ ∫⌉⌉⌈ ⊑⊣↕⊓⌉ ⊔⟨⌉ ⊔≀√ ∞∈ ⌊⟩⊔∫ ≀{ ⊔⟨⌉ ⟨≀∫⊔⟩⌈ ⌋⊣\ ⌊⌉ ⌈⌉⊔⌉∇⇕⟩\⌉⌈ ⌊† XOR≃⟩\} ⊔⟨⌉ ∫⌉⌉⌈ ⊒⟩⊔⟨ ⊔⟨⌉ ⊔⟩⇕⌉ ⟩\ ∫⌉⌋≀\⌈∫ ≀{ ⊒⟨⌉\ ⊔⟨⌉ ‖⌉† ⊒⊣∫ }⌉\⌉∇⊣⊔⌉⌈↙

T⟨⟩∫ ⇕⌉⊔⟨≀⌈ ⊔⊣‖⌉∫ ⊣⌈⊑⊣\⊔⊣}⌉ ≀{ ⊔⟨⌉ ⊔⟨⌉ ↕≀⊒ ⌉\⊔∇≀√† ≀{ ⊔⟨⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫ ⊓∫⌉⌈ ⊔≀ }⌉\⌉∇⊣⊔⌉ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ‖⌉†∫↙ W⟩⊔⟨ ≀\↕† ∈′ ⌊⟩⊔∫ ≀{ ⌉\⊔∇≀√† ⟩\ ⌉⊣⌋⟨ ∫⌉⌉⌈⇔ ⊔⟨⌉∇⌉ ⊣∇⌉ ≀\↕† ∈∈′√≀∫∫⟩⌊↕⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫ ⊣\⌈ ⊔⟨⌉∇⌉{≀∇⌉ ≀\↕† ∈∈′√≀∫∫⟩⌊↕⌉ K⌉∇⌊⌉∇≀∫ ‖⌉†∫ ⊓∫⌉⌈↙ S⌉⊣∇⌋⟨⟩\} ⊔⟨⟩∫ ‖⌉† ∫√⊣⌋⌉ ⌋⊣\ ⌊⌉ ⊣⌋⌋≀⇕√↕⟩∫⟨⌉⌈ ⟩\ ∫⌉⌋≀\⌈∫ ≀\ ⌋≀⇕⇕≀\ ⊒≀∇‖∫⊔⊣⊔⟩≀\∫ ≀∇ PC∫↙ U∫⟩\} ⊔⟨⟩∫ ⇕⌉⊔⟨≀⌈ ‖⌉†∫ ⌋⊣\ ⌊⌉ }⊓⌉∫∫⌉⌈ ∫⊓{⊘⌋⟩⌉\⊔↕† {⊣∫⊔ ⌉\≀⊓}⟨ ∫≀ ⊔⟨⊣⊔ K⌉∇⌊⌉∇≀∫ ∫⌉∫∫⟩≀\ ‖⌉†∫ ⊒⟩↕↕ \≀⊔ ⟨⊣⊑⌉ ⌉§√⟩∇⌉⌈ ⊣\⌈ ⌋⊣\⇔ ⊔⟨⌉∇⌉{≀∇⌉⇔ ⌊⌉ ⌉§√↕≀⟩⊔⌉⌈↙ ↙̸△↙ P∇⌉⌋≀⇕√⊓⊔⊣⊔⟩≀\ A⊔⊔⊣⌋‖∫ A √∇⌉⌋≀⇕√⊓⊔⊣⊔⟩≀\ ⊣⊔⊔⊣⌋‖ ⌋⊣\ ⌊⌉ ⊓∫⌉⌈ ⊔≀ ∇⌉⌈⊓⌋⌉ ⊔⟨⌉ ⊔⟩⇕⌉ {≀∇ ⊘\⌈⟩\} ⟩\⌈⟩⊑⟩⌈⊓⊣↕ ‖⌉†∫ ⊣⊔ ⊔⟨⌉ ⌉§√⌉\∫⌉ ≀{ ∫≀⇕⌉ ⟩\⟩⊔⟩⊣↕ ⌋≀⇕√⊓⊔⊣⊔⟩≀\ ⊣\⌈ ∫⊔≀∇⊣}⌉↙ T≀ ↕⊣⊓\⌋⟨ ⊣ √∇⌉⌋≀⇕√⊓⊔⊣⊔⟩≀\ ⊣⊔⊔⊣⌋‖ ≀\ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △⇔ ⊣↕↕ √≀∫∫⟩⌊↕⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫ ⊣∇⌉ ⌈⌉⊔⌉∇⇕⟩\⌉⌈ }⟩⊑⌉\ ⊔⟨⌉ ∫⌉⊔ ≀{ ⌋≀\⌈⟩⊔⟩≀\∫ ⊓\⌈⌉∇ ⊒⟨⟩⌋⟨ ⊔⟨⌉ ⊔⊣∇}⌉⊔⌉⌈ ‖⌉† ⊒⟩↕↕ ⌊⌉ }⌉\⌉∇⊣⊔⌉⌈↙ W⟩⊔⟨ ‖\≀⊒↕⌉⌈}⌉ ≀{ ⊔⟨⌉ ⊣√√∇≀§⟩⇕⊣⊔⌉ ⊔⟩⇕⌉ ⊣\⌈ ⊔⟨⌉ ⟨≀∫⊔⟩⌈ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∇⇔ ≀\↕† ⊔⟨⌉ ↕≀⊒↖≀∇⌈⌉∇ ∈′ ⌊⟩⊔∫ ≀{ ⊔⟨⌉ ∫⌉⌉⌈ ⊣∇⌉ ⊓\‖\≀⊒\↙ T⟨⟩∫ ⇕⌉⊣\∫ ⊔⟨⊣⊔ ⊔⟨⌉∇⌉ ⊣∇⌉ ∈∈′√≀∫∫⟩⌊↕⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫ ⊔⟨⊣⊔ ⌋≀⊓↕⌈ ⌊⌉ ⊓∫⌉⌈ ⊔≀ }⌉\⌉∇⊣⊔⌉ ⊣ ‖⌉†↙ B⌉⌋⊣⊓∫⌉ ⌋⟨⊣\}⌉∫ ⟩\ ⊔⟨⌉ ↕≀⊒↖≀∇⌈⌉∇ ∈′ ⌊⟩⊔∫ ≀{ ⊔⟨⌉ ∫⌉⌋≀\⌈∫ ⊑⊣↕⊓⌉ ⊣∇⌉ ≀⌊∫⌋⊓∇⌉⌈ ⌊† ⌋⟨⊣\}⌉∫ ⟩\ ⊔⟨⌉ ⇕⟩↕↕⟩∫⌉⌋≀\⌈∫ ⊑⊣↕⊓⌉⇔ ⊔⟨⟩∫ ∫⌉⊔ ≀{ ∫⌉⌉⌈ ⊑⊣↕⊓⌉∫ ⟩∫ ⊑⊣↕⟩⌈ {≀∇ ∈∈′∫⌉⌋≀\⌈∫⇔ ≀∇ ⊣√√∇≀§⟩⇕⊣⊔⌉↕† ∞∈ ⌈⊣†∫↙ A↕↕ ∈∈′√≀∫∫⟩⌊↕⌉ ‖⌉†∫ ⊣∇⌉ }⌉\⌉∇⊣⊔⌉⌈ ⊣\⌈ ⊓∫⌉⌈ ⊔≀ ⌉\⌋⟩↖ √⟨⌉∇ ⊣ ‖\≀⊒\ √↕⊣⟩\⊔⌉§⊔↙ T⟨⌉ ‖\≀⊒\ √↕⊣⟩\⊔⌉§⊔ ⟩∫ ⊔⟨⌉ ⊓∫⌉∇⟩⌈ ≀{ ⊔⟨⌉ ⊔⊣∇}⌉⊔⌉⌈ ⊑⟩⌋⊔⟩⇕↙ T⟨⌉ ∇⌉∫⊓↕⊔⊣\⊔ ⌉\⌋∇†√⊔⌉⌈ ⌊↕≀⌋‖∫ ⊣∇⌉ ∫⊔≀∇⌉⌈ ⊒⟩⊔⟨ ⊔⟨⌉⟩∇ ∇⌉∫√⌉⌋⊔⟩⊑⌉ ‖⌉†∫ ⊣\⌈ ∫≀∇⊔⌉⌈ ⌊† ⊔⟨⌉ ⌉\⌋∇†√⊔⌉⌈ ⌊↕≀⌋‖∫↙ O\⌋⌉ ⊣ K⌉∇⌊⌉∇≀∫ ⊔∇⊣\∫⊣⌋⊔⟩≀\ ≀⌋⌋⊓∇∫ ≀\ ⊔⟨⌉ \⌉⊔⊒≀∇‖ ⊔⟨⊣⊔ ⌋≀\⊔⊣⟩\∫ ≀\⌉ ≀{ ⊔⟨⌉∫⌉ ⌉\⌋∇†√⊔⌉⌈ ⌊↕≀⌋‖∫⇔ ⊒⌉ ⌋⊣\ ⌈⟩∫⌋≀⊑⌉∇ ⊔⟨⌉ ‖⌉† ⊓∫⌉⌈ ⌊† ∫⌉⊣∇⌋⟨⟩\} ⊔⟨⌉ ⊔⊣⌊↕⌉ ≀{ √∇⌉⌉\⌋∇†√⊔⌉⌈ √↕⊣⟩\⊔⌉§⊔ ⌊↕≀⌋‖∫ ⊣\⌈ ∇⌉⊣⌈⟩\} ≀⊓⊔ ⊔⟨⌉ ∇⌉∫√⌉⌋⊔⟩⊑⌉ ‖⌉†↙ T⟨⌉ ∫⊔≀∇⊣}⌉ ∇⌉∐⊓⟩∇⌉⇕⌉\⊔∫ {≀∇ ∫≀⇕⌉ √∇⌉⌋≀⇕√⊓⊔⊣⊔⟩≀\ ⊣⊔↖ ⊔⊣⌋‖∫ ⌋⊣\ ⌊⌉ ⊑⌉∇† ↕⊣∇}⌉↙ F≀∇ ⌉§⊣⇕√↕⌉ ∫⊔≀∇⟩\} ⊣↕↕ √≀∫∫⟩⌊↕⌉ DES ⌉\⌋∇†√⊔⟩≀\∫ ≀{ ⊣ ⊘§⌉⌈ ⌊↕≀⌋‖ ∇⌉∐⊓⟩∇⌉∫ ≀⊑⌉∇ ∞ ⌊⟩↕↕⟩≀\ }⟩}⊣⌊†⊔⌉∫ ≀{ ∫⊔≀∇⊣}⌉↙ H≀⊒⌉⊑⌉∇⇔ ⟩\ ⊔⟨⌉ ⌋⊣∫⌉ ≀{ K⌉∇⌊⌉∇≀∫ V⌉∇↖ ∫⟩≀\ △ ⊔⟨⌉∇⌉ ⊣∇⌉ ≀\↕† ⊣⌊≀⊓⊔ ∞ ⇕⟩↕↕⟩≀\ √≀∫∫⟩⌊↕⌉ ‖⌉†∫ √⌉∇ ∞∈ ⌈⊣† √⌉∇⟩≀⌈↙ E⊣⌋⟨ ⌉\⊔∇† ⟩\ ⊔⟨⌉ ↕≀≀‖⊓√ ⊔⊣⌊↕⌉ \⌉⌉⌈∫ ≀\↕† ∞∈ ⌊†⊔⌉∫⇔ ∀ {≀∇ ⊔⟨⌉ ⌉\⌋∇†√⊔⌉⌈ ⌊↕≀⌋‖ ⊣\⌈ △ {≀∇ ⊔⟨⌉ ∫⌉⌉⌈ ⊑⊣↕⊓⌉↙ T⟨⌉ ⌉\⊔⟩∇⌉ ↕≀≀‖⊓√ ⊔⊣⌊↕⌉ ⌋⊣\ ⌊⌉ ∫⊔≀∇⌉⌈ ⟩\ ∞∈ M⌉}⊣⌊†⊔⌉∫↙ ↙ R⌉∫⊓↕⊔∫ T⟨⟩∫ ∫⌉⌋⊔⟩≀\ ⌈⌉∫⌋∇⟩⌊⌉∫ ⊔⟨⌉ ∇⌉∫⊓↕⊔∫ {∇≀⇕ ≀⊓∇ ⊒≀∇‖↙ T⊣↖ ⌊↕⌉ ∈ ∫⟨≀⊒∫ ⊔⟨⌉ ∇⌉∫⊓↕⊔∫ ⇐⟩\ ∫⌉⌋≀\⌈∫⇒ {≀∇ }⊓⌉∫∫⟩\} K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △ ∇⊣\⌈≀⇕↕† }⌉\⌉∇⊣⊔⌉⌈ ‖⌉†∫↙ T⟨⌉∫⌉ ∇⌉∫⊓↕⊔∫ ⊣√√↕† ⊔≀ \≀\↖√⊣∇⊣↕↕⌉↕⟩‡⌉⌈ C ⌋≀⌈⌉ ∇⊓\\⟩\} ≀\ ⊣ ∫⟩\}↕⌉ ⊒≀∇‖∫⊔⊣⊔⟩≀\↙ T⟨⌉ ⊔⟩⇕⌉∫ ⊣\⌈ ∫⊔⊣⊔⟩∫⊔⟩⌋∫ √∇⌉∫⌉\⊔⌉⌈ ⟨⌉∇⌉ ⊣∇⌉ ⊔⟨⌉ √∇≀⌈⊓⌋⊔ ≀{ ∫⊓⌋⌋⌉∫∫{⊓↕↕† }⊣⊔⟨⌉∇⟩\} K⌉∇⌊⌉∇≀∫ ⌋⟩√⟨⌉∇⊔⌉§⊔ ⊣\⌈ }⊓⌉∫∫⟩\} ⊔⟨⌉ DES ∫⌉∫∫⟩≀\ ‖⌉† ≀{ △′′ ⌈⟩{{⌉∇⌉\⊔ K⌉∇⌊⌉∇≀∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ∫⌉∫∫⟩≀\∫↙

SPARCS⊔⊣⊔⟩≀\ ▽ DEC A↕√⟨⊣ ⇐∫⌉⌋≀\⌈∫⇒ ⇐∫⌉⌋≀\⌈∫⇒ ⇕⟩\⟩⇕⊓⇕ ′.2 0.1 maximum 48.7 10.9 mean 24.8 5.5 median 24.8 5.5 standard deviation 13.9 3.1

Table 2▷ Statistics for guessing a single Ker beros key▷

The majority of the time needed to guess each key was spent performing DES decryptions of the ciphertext▷ All DES operations were done in software using the libdes library▷ The tests on the DEC machine did not take ad vantage of the Alphaφs 64bit architecture suggesting that faster times are possible with 64bit optimized DES code▷ Using hardware implementations of DES is another source of potential performance improvements▷ Regardless of what other optimizations that might be made these times for guessing keys are sufαciently fast to be a threat to the security of any system depending on Kerberos Version 4▷ However a precomputation attack stands out as an easy lowcost method for improving performance▷ 7▷1▷ Precompute Attack Using the same database of about 400 randomly gener ated Kerberos keys used for testing the brute force method our average time to αnd one key using the precomputation method was about 710 microseconds on a SPARCStation 5▷ The time to generate the table of ciphertext and seed values was approximately 2▷5 minutes and sorting the table took about 5 minutes ↼both values are for a SPARCStation 5▷↽ The time required for table generation and sorting is a cost that only needs to be repeated once every 12 days when the top 12 bits of the seed value changes▷ 8▷ Vulnerable Keys Random numbers are used in Kerberos in many places▷ They are used as randomly generated session keys to encrypt trafαc between the client and a Kerberos server▷ In addition the random numbers are used for random keys for principals and servers in the Kerberos database▷ In particular the krbtgt and changepw principals have random keys▷ These two principals play important roles in the administration of the Kerberos authentication system▷ Compromising these keys subverts the security of the whole system▷

Any key that is created using the Version 4 random key code is vulnerable to guessing▷ These keys include all ses sion keys generated by the KDC server and keys generated for the initial Kerberos database▷ Weak database keys in clude the Ticket Granting Serverφs secret key▷ This server key is used to generate the Kerberos Ticket Granting Tick ets ↼TGT↽▷ Once the TGS key is guessed that key can be used to generate TGT to obtain access to any service that is regulated by that TGS including administrative commands to the Kerberos server itself▷ 9▷ Exploiting Weak Keys The discovery of the weakness in the implementation of the Kerberos Version 4 random number generation under mines the security of the Kerberos authentication protocol▷ 9▷1▷ Snooping Encrypted Trafαc When the session key between the user and the service ↼K_{c,s}↽ is guessed encrypted trafαc between the user and the server is vulnerable to snooping▷ Encrypted trafαc that is Ψsniffedν and saved is especially vulnerable to disclosure at a later time once the session key is guessed▷

9▷2▷ Masquerading as Another User

When the Ticket Granting Server secret key ↼K T GS ↽ is guessed then valid Ticket Granting Tickets can be fabri cated without the step of client authentication to the Ker beros server▷ The Ticket Granting Ticket also contains a session key ↼K c,T GS ↽ that is used to encrypt an authentica tor▷ These Ticket Granting Tickets can then be presented to the TGS requesting access to a service that the user would not normally be granted by the legitimate KDC▷

10▷ Related Work

There have been other incidents of attacks on security systems by exploiting weaknesses in the random number generation routines▷ In addition the available patches and αxes from Kerberos vendors are listed▷

10▷1▷ Netscape SSL Random Number Guessing At tack

The Netscape SSL random number generation vulnera bility received a great deal of coverage in the media because of Netscapeφs high visibility▷ The publicity of this bug was one of the motivations that prompted the authors to examine the Kerberos RNG▷ The Netscape vulnerability was very similar in nature to the weakness in Kerberos Version 4▷

Netscape used known deterministic components to seed the random number generator▷ The Netscape SSL random num ber guessing attack as described by Goldberg and Wagner ♭10♯▷ More information is available on the World Wide Web ♭5♯▷

10▷2▷ X11 MITMAGICCOOKIE1 Random Num ber Attack

The MITMAGICCOOKIE1 random number genera tion vulnerability was originally discovered by Chris Hall ♭11♯ and was discussed in the BestofSecurity mailing list ♭25♯▷ This is another instance of a poorly implemented ran dom number generation routine used for security purposes▷ In this case the random number generator is seeded with the time of day and the process id of the xdm client▷ Hall also noted that if the DES routines were not compiled into the X11 code then for some operating systems only 256 possible random magic cookies are generated▷ When the magic cookie is guessed it can be added to the attackerφs ▷Xauthority αle ↼or wherever the attacker keeps his magic cookies↽▷ This gives the attacker the ability to connect to the display of the victim▷ At this point any of the standard X11 attacks can occur▷ These include killing X server processes faking input on behalf of the victim and even capturing the victimφs keystrokes ↼which might include passwords↽▷

11▷ Other Implementations of Kerberos

Kerberos has been widely successful and imitated▷ There is a risk in copying the design of a system too closely in that the bugs can also be duplicated▷ For such an Ψobviousν βaw the RNG bug found its way into a surprising number of Kerberos Version 4φs descendants▷

11▷1▷ Kerberos Version 5

A notable exception to the inheritance of the RNG bug is Kerberos Version 5▷ The new version of Kerberos uses the random number generator that was meant to be adopted by Version 4 years ago▷ Instead of using the UNIX random function Version 5 uses the DES encryption algorithm as a mixing function▷ The state from previous key generations is kept as a seed for generating the next key▷ In addition some local information and the time of day is mixed in to add to the entropy▷ What makes this random number generator strong is that it is initially seeded with the TGSφs secret key▷ One potential vulnerability of Kerberos Version 5 is the Version 4 backward compatibility mode▷ This is not a prob lem though because the new RNG is used▷

11▷2▷ SESAME

SESAME is a European Community security project that implements authentication and key exchange▷ It uses the NeedhamSchroeder protocol like Kerberos along with publickey cryptography▷ According to Schneier ♭22 page 572♯ the SESAME key generation algorithm consists of two calls to the UNIX rand function similar to the Kerberos Version 4 algorithm▷ This yields the same upper bound of 2 32 possible values for the seed and resulting key▷ However SESAME documentation available on the Web indicates that some of the SESAME components are accessible through the Kerberos V5 protocol ↼as speciαed in RFC 1510↽ and would use Kerberos data structures ♭14♯▷ The architects of SESAME explained that Schneierφs criticisms were based on exportable versions of the code using XOR not the real code which uses DES encryption ♭16♯▷ The random number generation code in SESAME V4 recently released to the public is more secure than as de scribed in Schneierφs book▷ The algorithm takes the time in seconds the process id the number of clock ticks since last reboot some constants and mixes them up using shifting and exclusive or functions▷ This is then diffused through MD5▷

11▷3▷ Cygnus Network Security

Cygnus Kerberos also known as Cygnus Network Secu rity ↼CNS↽ is based on MIT Kerberos Version 4 and exhibits the same vulnerabilities▷ Further exacerbating the problem in CNS for many platforms the hostid command is not used as a component of the seed▷ These platforms include Linux SCO HPUX and Sun Solaris▷ When the hostid is not in cluded as a component of the seed the only component that determines the αrst 12 bits of the seed is the time in seconds since 1970▷ Without the usage of the hostid guessing the key by an outsider is made easier by eliminating the need to determine the hostid either by brute forcing the entire seed value once to determine the top 12 bits or by social engineering▷

11▷4▷ Other Commercial Versions

OSF DCE Version 1▷1 contains Kerberos Version 5▷ Ven dors include HP IBM DEC Open⇀Vision Technologies and Sun▷ Transarc claims their AFS product which is based on Kerberos Version 4 was αxed in 1990▷ They claim their DCE and Encina products are not vulnerable to this key guessing attack▷ CyberSafe sells primarily Kerberos Ver sion 5 but they also sell products based on Kerberos Version 4▷ CyberSafe claims they αxed the problem with Version 4 more than a year ago▷

Another product built on the Kerberos Version 5 authen tication protocol is NetCheque ♭19♯▷ It is being developed at the University of Southern California Information Sci ences Institute▷ One of the primary developers is B▷ Clifford Neuman who was also one of the primary developers of Kerberos▷ Because it is based on Kerberos Version 5 it does not suffer from a poor random number generator▷

12▷ Patches and Fixes

Since the public release of information pertaining to the Kerberos Version 4 random number generation vulnerabil ity many vendors have released patches▷ MIT has re leased a patch that replaces all calls to the weak random number generation routine with calls to the Kerberos Ver sion 5 random number generation routine▷ Instructions to download the patch are available via anonymous ftp from athenadist▷mit▷edu in the ◁pub◁kerberos di rectory▷ This will install changes to various Kerberos mod ules to upgrade them to use des new random key↼↽▷ It also will install a new program fix kdb keys▷ The fix kdb keys program which runs on the KDC server will update the krbtgt and changpw keys to new values using the new random number generator▷ The only client program modiαed is ksrvutil which is used to generate new server keys▷ All other client◁server programs are unaffected▷ Cygnus has αxed their version of Kerberos Version 4 ↼Cygnus Network Security↽ and is releasing an updated dis tribution to their customers▷ The patched version uses the secure random number generator previously distributed but never properly used▷ All randomly generated keys ↼includ ing session keys and the krbtgt and changepw service prin cipal keys↽ now have more than 20 bits of entropy▷ Because CNS is based on MIT Kerberos Version 4 the CNS patch does the same thing as the MIT patch except without the fix kdb keys program▷ More information is available from their Web site at http.◁◁www▷cygnus▷com▷ HP has released a patch for their DCE product based on Kerberos Version 5▷ This information is available in the HewlettPackard Security Bulletin HPSBUX9602030 ♭12♯▷ There are several solutions to the vulnerability we have described▷ The most basic solution is to install the patch for Version 4 and to make sure that all random keys generated with the βawed random number generator are destroyed▷ The next recommended solution is to migrate to Kerberos Version 5 which does not suffer from the vulnerability out lined in this paper▷

13▷ What Went Wrong and Why

It is surprising that the RNG bug in Kerberos Version 4 existed for so long▷ The cause is purely a social engineering failure▷ The bug was known to the developers but somehow never got αxed in the end product▷

13▷1▷ What Went Wrong

In 1988 Ted Anderson noticed that there was an alarm ingly high collision rate with keys generated by the Kerberos RNG ♭1♯▷ What he noticed was that after generating a table of 170 thousand unique keys every key generated after that had approximately a one in αve chance of already being in the table▷ If one extrapolates these data one gets a key space of only about 850 thousand ↼or 2 19.7↽ keys▷ This implies that there are only about 19▷7 bits of entropy in the each key very close to the 20 bits of entropy that were determined by analyzing the RNG code▷ One suggestion that Anderson made to αx this problem was to initialize the RNG only once instead of with every call to the RNG increasing the number of possible keys generated to 2 31▷ This would force an attacker attempting to guess Kerberos keys to keep track of how many keys had been generated▷ This would actually decrease the entropy of of the keys because the method for choosing the initial seed was not changed▷ If implemented guessing the entire key stream would be only slightly harder than guessing just one key from the old RNG▷ Thankfully there is no sign that this Ψαxν was ever introduced to the Kerberos source release▷ It was not until a year later that new code was added to improve the RNG▷ Even then the problem was not solved▷ While the new code was technically superior and much more secure it was never utilized▷ This new RNG was eventually carried over to the new Kerberos Version 5 project and correctly used however in Version 4 the new RNG went unused until 1996 when a security patch was released▷

13▷2▷ Why

Because code had been checked in that was suppose to have αxed the RNG everyone assumed that it worked▷ The documentation supported this idea, there was a new module called new rnd key▷c and email stating that the bug had been αxed was posted to the Kerberos developersφ mailing list▷ However in actuality the bug was still there▷ The circumstances that allowed this to happen were a breakdown in the social and software engineering processes▷ In 1989 the Kerberos Version 4 project was drawing to a close▷ People who formerly worked on Kerberos Version 4 development were migrating to the Version 5 project▷ The code review and quality control processes for Version 4 simple broke down for lack of attention and stafαng▷ Clearly no one attempted to verify that the αx worked because if they had they would have discovered that the old RNG was still being used▷ To make matters worse owners of checked in code were responsible for getting their own code reviewed▷ The owner of the RNG bug αx code was for some reason unsuccessful in getting his new code properly reviewed▷ The perseverance of this bug can be attributed to several factors including poor code legibility obfuscated function calls and leftover dead code▷ Anyone who has looked at the Kerberos RNG code new or old can testify that the code is difαcult to follow despite the straightforward algorithms▷ To make matters worse the function names of the RNG are renamed with a ϑdefine in one of the included header αles▷ Thus anyone searching for the name of the RNG function would never αnd where it is called unless they knew the function had been renamed▷ Finally the existence of old legacy code made it possible for the incorrect function calls to continue to work and go undiscovered▷

13▷3▷ Lessons Learned

The important lesson to be learned here is that software engineering is important▷ If code reviews had been more strictly enforced or regression testing had been performed this bug would have died back in 1989▷ Communication and social skills are also important to the success of projects ♭4♯▷ Perhaps if the communication between the writer of the new random number generator and the rest of the development team had been better his code would have been reviewed more carefully and installed properly▷ It is not sufαcient to have brilliant programmers that can write excellent code, they must also possess the social skills to see that their code gets properly integrated▷

13▷4▷ Timeline of Events

The following is a reconstruction of the timeline of events surrounding the Kerberos Version 4 RNG problems▷ • S⌉√⊔ ∞∃∀∀⇔ T⌉⌈ A\⌈⌉∇∫≀\ √≀⟩\⊔∫ ≀⊓⊔ ⊔⟨⌉ √∇≀⌊↕⌉⇕∫ ⟩\ ⊔⟨⌉ ∇⊣\⌈≀⇕ ‖⌉†⇐⇒ ∇≀⊓⊔⟩\⌉ ∪∞⊎ • J⊣\ ∞∃∀∃⇔ J≀⟨\ K≀⟨↕ ⌋⟨⌉⌋‖∫ ⟩\ ⊔⟨⌉ \⌉⊒ RNG ⌋≀⌈⌉ ⊔≀ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ∫≀⊓∇⌋⌉ ⊔∇⌉⌉⇔ ⌊⊓⊔ ⟩∫ \⌉⊑⌉∇ ⊓∫⌉⌈↙ • M⊣∇ ∞∃∃∞⇔ T⌉⌈ T∫≃≀ ⌉\⌋≀⊓∇⊣}⌉∫ ⊓∫⌉∇∫ ≀{ K⌉∇⌊⌉∇≀∫ ⊔≀ ∇⌉⊑⟩⌉⊒ ⊔⟨⌉ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ∪∈△⊎¬ W⌉ ⌉\⌋≀⊓∇⊣}⌉ √⌉≀√↕⌉ ⊔≀ ⊣⊔ ↕⌉⊣∫⊔ ↕≀≀‖ ≀⊑⌉∇ ⊔⟨⌉ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ≀{ ⊒⟨⊣⊔ ⊔⟨⌉† FTP ≀⊑⌉∇∅ ⊣\⌈ ⟩{ ⊔⟨⌉† ⊒⊣\⊔ ⊔≀⇔ ⊔⟨⌉†≃∇⌉ √⌉∇{⌉⌋⊔↕† ⊒⌉↕⌋≀⇕⌉ ⊔≀ √⌉∇{≀∇⇕ ⊣ ∫⌉⌋⊓∇⟩⊔† ⊣⊓⌈⟩⊔ ≀⊑⌉∇ ⊔⟨⌉ ⌋≀⌈⌉↙ • J⊓\ ∞∃∃∞⇔ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ ▽ √⊓⌊↕⟩⌋ ⌊⌉⊔⊣ ⟩∫ ⊣\\≀⊓\⌋⌉⌈↙ • ∞∃∃∈⇔ T⌉⌈ T∫≃≀ ⇕⊣‖⌉∫ ⊔⟨⌉ ⊘∇∫⊔ ∇⌉{⌉∇⌉\⌋⌉ ⊔≀ ⊔⟨⌉ \⌉⊒ RNG ⌋≀⌈⌉ ⟩\ ⊔⟨⌉ }⌉⊔ ∫∇⊑⊔⊣⌊ ⊣⌈⇕⟩\⟩∫⊔∇⊣⊔⟩≀\ ⊓⊔⟩↕⟩⊔†↙

• O⌋⊔ ∞∃∃▽⇔ S⊔⌉⊑⌉ L≀⌈⟩\ ∇⌉⌈⟩∫⌋≀⊑⌉∇∫ ⊔⟨⌉ ⊓∫⊣}⌉ ≀{ ⊔⟨⌉ ⌊⊣⌈ RNG ⟩\ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △↙ • J⊣\ ∞∃∃⇎ B∇†\ D≀↕⌉ |≀⟩\∫ ⊔⟨⌉ ⊔⌉⊣⇕ ⊔≀ ⊒∇⟩⊔⌉ ⊔⟨⌉ ⌋≀⌈⌉ ⌉§√↕≀⟩⊔⟩\} ⊔⟨⌉ ⌊⊣⌈ RNG↙ • J⊣\ ∞∃∃⇎ G⌉\⌉ S√⊣{{≀∇⌈ ∫⌉\⌈∫ ⊣\ ⌉↖⇕⊣⟩↕ ⊔≀ ⊔⟨⌉ COAST ∫√≀\∫≀∇∫ ⊣⌊≀⊓⊔ ⊔⟨⌉ √≀⊔⌉\⊔⟩⊣↕ ⊑⊓↕\⌉∇⊣⌊⟩↕⟩⊔† ⟩\ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △↙ • F⌉⌊ ∞∃∃⇎ G⌉\⌉ S√⊣{{≀∇⌈ ∫⌉\⌈∫ ⊣ ∫⟩⇕⟩↕⊣∇ ⌉↖⇕⊣⟩↕ ⊔≀ ⊔⟨⌉ FIRST ⇕⌉⇕⌊⌉∇∫↙ • F⌉⌊ ∞∃∃⇎ ⊑⊣∇⟩≀⊓∫ ⊑⌉\⌈≀∇∫ ∫⊔⊣∇⊔ ⌈⟩∫⊔∇⟩⌊⊓⊔⟩\} √⊣⊔⌋⟨⌉∫ ⊔≀ ⊘§ ⊔⟨⌉ V⌉∇∫⟩≀\ △ RNG↙ • F⌉⌊ ∞∃∃⇎ ⊔⟨⌉ W⊣↕↕ S⊔∇⌉⌉⊔ J≀⊓∇\⊣↕ √∇⟩\⊔∫ ⊣\ ⊣∇⊔⟩⌋↕⌉ ⊣⌊≀⊓⊔ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △ RNG ⊒⌉⊣‖\⌉∫∫⇔ {≀↕↕≀⊒⌉⌈ ⌊† ⇕⊣\† ⊣⌈⌈⟩⊔⟩≀\⊣↕ ⊣∇⊔⟩⌋↕⌉∫ ⟩\ ⊔∇⊣⌈⌉ ⇕⊣}⊣‡⟩\⌉∫↙ ∞△↙ C≀\⌋↕⊓∫⟩≀\ T⟨⌉ ⇕⌉⊔⟨≀⌈ ⊔⟨⊣⊔ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △ ⊓∫⌉⌈ ⊔≀ }⌉\⌉∇⊣⊔⌉ ∇⊣\⌈≀⇕ ‖⌉†∫ {≀∇ ∫⌉∇⊑⟩⌋⌉∫ ⊣\⌈ ∫⌉∫∫⟩≀\ ‖⌉†∫ ⊒⊣∫ ⊙⊣⊒⌉⌈↙ T⟨⌉ ⇕⟩∫⊔⊣‖⌉ ⊒⊣∫ ⊔⟨⊣⊔ ⊔⟨⌉ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇ ⊓∫⌉⌈ ⊒⊣∫ \≀⊔ ⌋∇†√⊔≀}∇⊣√⟨⟩⌋⊣↕↕† ∫⌉⌋⊓∇⌉↙ P∫⌉⊓⌈≀↖∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣↖ ⊔≀∇∫ ⊣∇⌉ \≀⊔ ∫⊓{⊘⌋⟩⌉\⊔↕† ∇⊣\⌈≀⇕ {≀∇ ∫⌉⌋⊓∇⌉ ‖⌉†∫ ⌊⌉⌋⊣⊓∫⌉ ⊔⟨⌉† ⊣∇⌉ ⊔≀≀ ⌈⌉⊔⌉∇⇕⟩\⟩∫⊔⟩⌋ ⊣\⌈ √∇⌉⌈⟩⌋⊔⊣⌊↕⌉↙ T⟨⟩∫ √∇⌉⌈⟩⌋⊔⊣⌊⟩↕⟩⊔† ⇕⊣‖⌉∫ }⊓⌉∫∫⟩\} ‖⌉†∫ {∇≀⇕ ⊣ √∫⌉⊓⌈≀↖∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇↖ ⊣⊔≀∇ ⇕⊓⌋⟨ ⌉⊣∫⟩⌉∇ ⊔⟨⊣\ ⊣⊔⊔⌉⇕√⊔⟩\} ⊔≀ \⊣⟩⊑⌉↕† ⌊∇⊓⊔⌉ {≀∇⌋⌉ ⊔⟨⌉ ⌉\⊔⟩∇⌉ ‖⌉† ∫√⊣⌋⌉↙ I\ ⊔⟨⌉ ⌋⊣∫⌉ ≀{ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △⇔ ‖⌉†∫ ⌋⊣\ ⌊⌉ }⊓⌉∫∫⌉⌈ ⟩\ ∫⌉⌋≀\⌈∫⇔ ⊣↕↕≀⊒⟩\} ⊣\ ⊣⊔⊔⊣⌋‖⌉∇ ⊔≀ ⇕⊣‖⌉ ⊓∫⌉ ≀{ ⊔⟨⌉ ‖⌉† ⊣\⌈ ∫⊓⌊⊑⌉∇⊔ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ∫†∫⊔⌉⇕↙ M⊣\† ∫⌉⌋⊓∇⟩⊔† ⌉§√⌉∇⊔∫ ⊣∇⌉ √∇≀√≀\⌉\⊔∫ ≀{ {≀∇⌋⟩\} ⌋≀⇕↖ √⊓⊔⌉∇ ∫⌉⌋⊓∇⟩⊔† ⌈⌉⊑⌉↕≀√⌉∇∫ ⊔≀ ≀√⌉\ ⊔⟨⌉⟩∇ ⊣↕}≀∇⟩⊔⟨⇕∫⇔ ⌈⌉∫⟩}\∫ ⊣\⌈ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ {≀∇ ∇⌉⊑⟩⌉⊒↙ P∇≀}∇⊣⇕∫ ↕⟩‖⌉ PGP ⊣∇⌉ ⊣⊑⊣⟩↕⊣⌊↕⌉ ⟩\ ∫≀⊓∇⌋⌉ {≀∇⇕ ⊣\⌈ ∫≀⇕⌉ ⊑⌉\⌈≀∇∫ ⟨⊣⊑⌉ ⊔⟨⌉⟩∇ ⌋≀⌈⌉ ∇⌉⊑⟩⌉⊒⌉⌈ ⌊† ≀⊓⊔∫⟩⌈⌉ ⌉§√⌉∇⊔∫ ⟩\ ⊔⟨⌉ ⊘⌉↕⌈↙ S⊔⟩↕↕⇔ ⇕⊣\† ⌈⌉⊑⌉↕≀√⌉∇∫ ⌈≀ \≀⊔ ⟩\ ⊣\ ⊣⊔⊔⌉⇕√⊔ ⊔≀ √∇≀⊔⌉⌋⊔ ⊔⟨⌉⟩∇ ⟩\⊔⌉↕↕⌉⌋⊔⊓⊣↕ √∇≀√⌉∇⊔† ≀∇ ⟩\ ⊣\ ⊣⊔⊔⌉⇕√⊔ ⊔≀ ∫⌉⌉‖ ∫⌉⌋⊓∇⟩⊔† ⊔⟨∇≀⊓}⟨ ≀⌊∫⌋⊓∇⟩⊔†↙ P⌉⌉∇ ∇⌉⊑⟩⌉⊒ ⇕⟩}⟨⊔ ⟨⊣⊑⌉ ⌋⊣⊓}⟨⊔ ∫≀⇕⌉ √⊣∫⊔ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\ ⊙⊣⊒∫⇔ ∫⊓⌋⟨ ⊣∫ ⊔⟨⌉ ⊙⊣⊒ ⟩\ ⊔⟨⌉ N⌉⊔∫⌋⊣√⌉ SSL ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇↙ H≀⊒⌉⊑⌉∇⇔ K⌉∇⌊⌉∇≀∫ ∫⌉∇⊑⌉∫ ⊣∫ ⊣ ⊔⌉∫⊔⊣⇕⌉\⊔ ⊔⟨⊣⊔ √⊓⌊↕⟩⌋ √⌉⌉∇ ∇⌉⊑⟩⌉⊒ ⟩∫ \≀⊔ ⊣ √⌉∇{⌉⌋⊔ ∫≀↕⊓⊔⟩≀\↙ D⊓∇⟩\} ⟩⊔∫ ↕⟩{⌉⊔⟩⇕⌉ K⌉∇⌊⌉∇≀∫ ⟨⊣∫ ⌊⌉⌉\ ∫⊔⊓⌈⟩⌉⌈⇔ ⇕≀⌈⟩⊘⌉⌈⇔ ⌋↕⌉⊣\⌉⌈ ⊓√⇔ ⊣\⌈ √≀∇⊔⌉⌈ ⊔≀ ⊣ \⊓⇕⌊⌉∇ ≀{ ≀√⌉∇⊣⊔⟩\} ∫†∫⊔⌉⇕ ∫†∫↖ ⊔⌉⇕∫↙ P⊓⌊↕⟩⌋ ∫⌋∇⊓⊔⟩\† ⟩∫ \≀ ∫⊓⌊∫⊔⟩⊔⊓⊔⌉ {≀∇ ∫⊔∇⊓⌋⊔⊓∇⌉⌈ ⌋≀⌈⌉ ∇⌉⊑⟩⌉⊒∫⇔ }≀≀⌈ ∫≀{⊔⊒⊣∇⌉ ⌉\}⟩\⌉⌉∇⟩\} √∇⊣⌋⊔⟩⌋⌉∫ ⊣\⌈ ∐⊓⊣↕⟩⊔† ⊔⌉∫⊔⟩\}↙ M≀∇⌉ ∫⟩}\⟩⊘⌋⊣\⊔↕†⇔ ⊓∫⌉∇∫ ∫⟨≀⊓↕⌈ ⌊⌉⊣∇ ⟩\ ⇕⟩\⌈ ⊔⟨⊣⊔ √⊓⌊↕⟩⌋ ⊣⊑⊣⟩↕⊣⌊⟩↕⟩⊔† ≀{ ∫≀⊓∇⌋⌉ ⌋≀⌈⌉ ⌈≀⌉∫ \≀⊔ ⟩⇕√↕† √⊓⌊↕⟩⌋ ∫⌋∇⊓⊔⟩\†↙ C≀⌈⌉ ⊔⟨⊣⊔ ⟩∫ ⌊⊣⌈↕† ∫⊔∇⊓⌋⊔⊓∇⌉⌈⇔ √≀≀∇↕† ⊒∇⟩⊔⊔⌉\⇔ {∇⌉↖ ∐⊓⌉\⊔↕† ⇕≀⌈⟩⊘⌉⌈⇔ ⊣\⌈ ⟩\∫⊓{⊘⌋⟩⌉\⊔↕† ⌈≀⌋⊓⇕⌉\⊔⌉⌈ ⇕⊣† \≀⊔ ⌊⌉ ∫⌋∇⊓⊔⟩\⟩‡⌉⌈ ⊣⊔ ⊣↕↕↙ W⟨⟩↕⌉ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ √∇≀⊔≀⌋≀↕⇔ ⊒⟨⟩⌋⟨ ⟩∫ ⌊⊣∫⌉⌈ ≀\ N⌉⌉⌈⟨⊣⇕↖S⌋⟨∇≀⌉⌈⌉∇ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\⇔ ⟩∫ {⊓\⌈⊣⇕⌉\⊔⊣↕↕†

∫≀⊓\⌈⇔ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ V⌉∇∫⟩≀\ △ ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\ ≀{ ⊔⟨⌉ √∇≀↖ ⊔≀⌋≀↕ ⊒⊣∫ {⊣⊓↕⊔†↙ T⟨⟩∫ ∫⊓}}⌉∫⊔∫ ⊔⟨⊣⊔ ⊔⟨⌉ ⌋≀⇕√⊓⊔⌉∇ ∫⌉⌋⊓∇⟩⊔† ⌋≀⇕⇕⊓\⟩⊔† ⇕⊣† ∫√⌉\⌈ ⊔≀≀ ⇕⊓⌋⟨ ⊔⟩⇕⌉ ⊑⊣↕⟩⌈⊣⊔⟩\} ⊣↕}≀∇⟩⊔⟨⇕∫ ⊣\⌈ ⊔≀≀ ↕⟩⊔⊔↕⌉ ⊔⟩⇕⌉ ⊑⌉∇⟩{†⟩\} ⟩⇕√↕⌉⇕⌉\⊔⊣⊔⟩≀\∫↙ T⟨⟩∫ ∫⟨≀⊓↕⌈ ∫⌉∇⊑⌉ ⊣∫ ⊣ ⊒⊣∇\⟩\} ⊔≀ ∫⌉⌋⊓∇⟩⊔† ⌈⌉⊑⌉↕≀√⌉∇∫ ⌉⊑⌉∇†⊒⟨⌉∇⌉↙ A↕∫≀⇔ ⌋≀\⊔∇⊣∇† ⊔≀ √≀√⊓↕⊣∇ ⌊⌉↕⟩⌉{⇔ RNG ⊑⊓↕\⌉∇⊣⌊⟩↕⟩⊔⟩⌉∫ ⊣∇⌉ \≀⊔ ≀↕⌈ \⌉⊒∫↙ T⟨⟩∫ √∇≀⌊↕⌉⇕ ⟩∫ ∫⊔⟩↕↕ ⊒⟩⊔⟨ ⊓∫ ⊣\⌈ ⊔⟨⌉ ⇕≀∇⌉ ⊒⌉ ⊣⊔⊔⌉⇕√⊔ ⊔≀ ⊔∇⟩⊑⟩⊣↕⟩‡⌉ ⟩⊔⇔ ⊔⟨⌉ ⇕≀∇⌉ ⟩⊔ ⊒⟩↕↕ ⌊⌉ ≀⊑⌉∇↕≀≀‖⌉⌈ ⊣\⌈ ⌋≀⇕⌉ ⌊⊣⌋‖ ⊔≀ ⟨⊣⊓\⊔ ⊓∫↙ H⊣∇⌈⊒⊣∇⌉ ⊣\⌈ ≀√⌉∇⊣⊔⟩\} ∫†∫⊔⌉⇕ ⌈⌉∫⟩}\⌉∇∫ ⌈≀ \≀⊔ ⊓\⌈⌉∇∫⊔⊣\⌈ ⊔⟨⌉ \⌉⌉⌈ {≀∇ }≀≀⌈ ∇⊣\⌈≀⇕ \⊓⇕↖ ⌊⌉∇ }⌉\⌉∇⊣⊔≀∇∫ ⊣\⌈ ⌈≀ \≀⊔ ⟩⇕√↕⌉⇕⌉\⊔ ⊔⟨⌉⇕↙ K\≀⊒↕⌉⌈}⌉⊣⌊↕⌉ ⌋∇†√⊔≀}∇⊣√⟨⌉∇∫ ⊣∇⌉ ⊔⟨⌉\ {≀∇⌋⌉⌈ ⊔≀ ⇕⊣‖⌉ ⌋≀\⌋⌉∫∫⟩≀\∫ ⊔≀ ∫⊓√↖ √≀∇⊔ √≀∇⊔⊣⌊⟩↕⟩⊔† ⊣\⌈ ∇⌉↕⟩⊣⌊⟩↕⟩⊔† ≀{ ⊔⟨⌉⟩∇ ⌋≀⌈⌉↙ M⌉⊣\⊒⟨⟩↕⌉⇔ ⌈⌉∫⟩}\⌉∇∫ ≀⌊↕⟩⊑⟩≀⊓∫ ⊔≀ ⊔⟨⌉ \⊓⊣\⌋⌉∫ ≀{ ⊔⟨⌉ ⊘⌉↕⌈ ≀{ ⌋∇†√⊔≀}∇⊣↖ √⟨† ⊣∇⌉ ↕⌉{⊔ ⊔≀ ⟩\⊑⌉\⊔ ⇕≀∇⌉ √≀≀∇ RNG∫ ≀∇ ⊓∫⌉ ⊔⟨⌉ ⊒≀⌉{⊓↕↕† ⟩\⊣⌈⌉∐⊓⊣⊔⌉ ∫†∫⊔⌉⇕ ⌋⊣↕↕∫ ⊔⟨⊣⊔ ⊣∇⌉ √∇≀⊑⟩⌈⌉⌈ ⊔⟨⌉⇕↙ E⟩⊔⟨⌉∇ ⊒⊣†⇔ ⊒⌉ ⊣∇⌉ ↕⟩‖⌉↕† ⊔≀ ∫⌉⌉ ⊔⟨⌉ √⊣∫⊔ ∇⌉√⌉⊣⊔ ⟩⊔∫⌉↕{ ⊓\⊔⟩↕ ⊒⌉ ⟨⊣⊑⌉ ∫≀⇕⌉ ∇⌉⊣↕ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫ √∇≀⊑⟩⌈⌉⌈ ⊣⊔ ⊔⟨⌉ ≀√⌉∇⊣⊔⟩\} ∫†∫⊔⌉⇕ ↕⌉⊑⌉↕↙ T⟨⌉ ≀\↕† ⊒⊣† ⊔≀ ⌈≀ ⊔⟨⊣⊔ ⟩∫ ⊔≀ ⊣⌈⌈ ∫√⌉⌋⟩⊣↕⟩‡⌉⌈ ⟨⊣∇⌈⊒⊣∇⌉ ⊔≀ ⌉⊑⌉∇† ⇕≀⊔⟨⌉∇⌊≀⊣∇⌈ ≀∇ CPU↙ W⌉ ⟨≀√⌉ ⊔⟨⊣⊔ ⌊† ⌈≀⌋⊓⇕⌉\⊔⟩\} ⊔⟨⟩∫ ⊑⊓↕\⌉∇⊣⌊⟩↕⟩⊔†⇔ ⊔⟨⌉ ⊙⊣⊒⌉⌈ ⌈⌉∫⟩}\ ⊣\⌈ ⊔⟨⌉ ⌉∇∇≀∇∫ ⇕⊣⌈⌉ ⊒⟨⌉\ ⊘§⟩\} ⊔⟨⌉ ⌊⊓}⇔ ⊔⟨⊣⊔ ⊔⟨⟩∫ ⌋⊣\ ∫⌉∇⊑⌉ ⊣∫ ⊣\ ⌉§⊣⇕√↕⌉ ⊣\⌈ ⊒⊣∇\⟩\}↙ W⌉ ⟨≀√⌉ ⊔≀ ∇⊣⟩∫⌉ ⊔⟨⌉ ⊣⊒⊣∇⌉\⌉∫∫ ≀{ ⊔⟨⌉ ⟩⇕√≀∇⊔⊣\⌋⌉ ⊔⟨⊣⊔ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇∫ ⊣\⌈ ∫≀{⊔⊒⊣∇⌉ ⌉\}⟩\⌉⌉∇⟩\} √↕⊣† ⟩\ ⌋∇⌉⊣⊔⟩\} ∫⌉⌋⊓∇⌉ √∇≀}∇⊣⇕∫↙ ∞▽↙ A⌋‖\≀⊒↕⌉⌈}⇕⌉\⊔∫ W⌉ ⊔⟨⊣\‖ D∇↙ S⊣⇕⊓⌉↕ W⊣}∫⊔⊣{{ {≀∇ ⊔⟨⌉ ⟩\∫⊔∇⊓⌋⊔⟩≀\ ⟨⌉ ⟨⊣∫ }⟩⊑⌉\ ⊓∫ ⟩\ ⊔⟨⌉ ⌋∇†√⊔≀}∇⊣√⟨† ⌋↕⊣∫∫⌉∫ ⊒⟨⟩↕⌉ ⊣⊔ P⊓∇⌈⊓⌉ U\⟩⊑⌉∇∫⟩⊔†↙ A↕↕ ⊔⟨⌉ ⇕⌉⇕⌊⌉∇∫ ≀{ ⊔⟨⌉ COAST L⊣⌊⇔ ⟩\⌋↕⊓⌈⟩\} M⊣∇‖ C∇≀∫⌊⟩⌉⇔ C⟨∇⟩∫⊔≀√⟨ S⌋⟨⊓⌊⊣⇔ ⊣\⌈ I⊑⊣\ K∇∫⊓↕⇔ ∇⌉⌋⌉⟩⊑⌉ ≀⊓∇ √∇⊣⟩∫⌉ {≀∇ √∇≀⊑⟩⌈⟩\} ∫⊓√√≀∇⊔⇔ ⌉\⌈↕⌉∫∫ ∇⌉⊑⟩⌉⊒∫ ≀{ ⊔⟨⟩∫ √⊣√⌉∇ ⊣\⌈ ⟨≀⊓∇∫ ≀{ ∇⟩⊑⌉⊔⟩\} ⌈⟩∫⌋⊓∫∫⟩≀\↙ K⊓⌈≀∫ ⊣∇⌉ ⊣↕∫≀ ⟩\ ≀∇⌈⌉∇ {≀∇ S⊓∫⊣\ B⊣↕⌈∇†⇔ M⊣∇⊔†\ P⌉∇∇† ⊣\⌈ ⊔⟨⌉ ⇕⊣\† ≀⊔⟨⌉∇∫ ⊔⟨⊣⊔ ⊔≀≀‖ ⊔⟨⌉ ⊔⟩⇕⌉ ⊔≀ ⟨⌉↕√ √∇≀≀{∇⌉⊣⌈ ⊔⟨⟩∫ √⊣√⌉∇↙ S√⌉⌋⟩⊣↕ ⊔⟨⊣\‖∫ ⊔≀ S⊣⇕ H⊣∇⊔⇕⊣\⇔ C↕⟩{{≀∇⌈ N⌉⊓⇕⊣\ ⊣\⌈ T⟨⌉≀⌈≀∇⌉ T∫≃≀ {≀∇ ⟨⌉↕√⟩\} ⊔≀ √∇≀⊑⟩⌈⌉ ⊔⟨⌉ MIT ∫⟩⌈⌉ ≀{ ⊔⟨⌉ ∫⊔≀∇†⇔ ⊣\⌈ {≀∇ ⊔⟨⌉⟩∇ ⇕⊣\† ⊔⌉⌋⟨\⟩⌋⊣↕ ⌋≀⇕⇕⌉\⊔∫ ≀\ ⊔⟨⟩∫ √⊣√⌉∇↙ R⌉{⌉∇⌉\⌋⌉∫ ∪∞⊎ T↙ A\⌈⌉∇∫≀\↙ ∇⊣\⌈≀⇕ ‖⌉†⇐⇒↙ ⟨⊔⊔√¬∝∝⊒⊒⊒↙⇕⟩⊔↙⌉⌈⊓¬ ∀′′∀∝⇕⌉\⌉↕⊣⊓∫↙⇕⟩⊔↙⌉⌈⊓∝‖⌉∇⌊⌉∇≀∫∝△∀⇔ S⌉√⊔↙ ∞∃∀∀↙ ∪∈⊎ S↙ M↙ B⌉↕↕≀⊑⟩\ ⊣\⌈ M↙ M⌉∇∇⟩⊔⊔↙ L⟩⇕⟩⊔⊣⊔⟩≀\∫ ≀{ ⊔⟨⌉ K⌉∇⌊⌉∇≀∫ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ∫†∫⊔⌉⇕↙ I\ USENIX C≀\{⌉∇⌉\⌋⌉P∇≀⌋⌉⌉⌈⟩\}∫⇔ √⊣}⌉∫ ∈▽∋∘∈⇎ D⊣↕↕⊣∫⇔ TX⇔ W⟩\⊔⌉∇ ∞∃∃∞↙ USENIX↙ ∪∋⊎ M↙ B↕⊣‡⌉⇔ W↙ D⟩{⊘⌉⇔ R↙ L↙ R⟩⊑⌉∫⊔⇔ B↙ S⌋⟨\⌉⟩⌉∇⇔T↙ S⟨⟩⇕≀⇕⊓∇⊣⇔ E↙ T⟨≀⇕√∫≀\⇔ ⊣\⌈ M↙ W⟩⌉\⌉∇↙ M⟩\⟩⇕⊣↕ ‖⌉† ↕⌉\}⊔⟨∫ {≀∇ ∫†⇕⇕⌉⊔∇⟩⌋ ⌋⟩√⟨⌉∇∫ ⊔≀ √∇≀⊑⟩⌈⌉ ⊣⌈⌉∐⊓⊣⊔⌉ ⌋≀⇕⇕⌉∇⌋⟩⊣↕ ∫⌉⌋⊓∇⟩⊔†↙ ∞∃∃↙̸

∪△⊎ F↙ P↙ B∇≀≀‖∫ J∇↙ T⟨⌉ M†⊔⟨⟩⌋⊣↕ M⊣\↖M≀\⊔⟨⇔ ⌋⟨⊣√⊔⌉∇ W⟨† D⟩⌈ ⊔⟨⌉ T≀⊒⌉∇ ≀{ B⊣⌊⌉↕ F⊣⟩↕⊥ A⌈⌈⟩∫≀\↖W⌉∫↕⌉†⇔ M⌉\↕≀ P⊣∇‖⇔ CA⇔ ⊣\\⟩⊑⌉∇∫⊣∇† ⌉⌈⟩⊔⟩≀\ ⌉⌈⟩⊔⟩≀\⇔ ∞∃∃▽↙ ∪▽⊎ L↙ D⌉⇕⊣⟩↕↕†↙ N⌉⊔∫⌋⊣√⌉ ∫⌉⌋⊓∇⟩⊔† ⇐√∇≀⌊↕⌉⇕∫⇒↙ ⟨⊔⊔√¬∝∝ ⟨√↕†≀⊔↙≀⌊∫√⇕↙{∇∝♠⌈↕∝\⌉⊔∫⌋⊣√⌉∫⌉⌋∝⇔ ∞∃∃▽↙ ∪⊎̸ R↙ A↙ D⌉M⟩↕↕≀⇔ R↙ J↙ L⟩√⊔≀\⇔ ⊣\⌈A↙ J↙ P⌉∇↕⟩∫↙ S≀⌋⟩⊣↕ √∇≀⌋⌉∫∫⌉∫ ⊣\⌈ ⊔⟨⌉ √∇≀≀{∫ ≀{ ⊔⟨⌉≀∇⌉⇕∫ ⊣\⌈ √∇≀}∇⊣⇕∫↙ C≀⇕⇕⊓\↙ ACM⇔ ∈∈⇐▽⇒¬∈∞∘∈∀′⇔ M⊣† ∞∃∃↙ ∪⊎ D↙ E↙ R↙ D⌉\\⟩\}↙ C∇†√⊔≀}∇⊣√⟨†⊣\⌈D⊣⊔⊣ S⌉⌋⊓∇⟩⊔†↙ A⌈⌈⟩∫≀\ W⌉∫↕⌉†⇔ ∞∃∀∈↙ ∪∀⊎ D↙ E⊣∫⊔↕⊣‖⌉⇔ S↙ C∇≀⌋‖⌉∇⇔ ⊣\⌈ J↙ S⌋⟨⟩↕↕⌉∇↙ R⊣\⌈≀⇕\⌉∫∫ ∇⌉⌋↖ ≀⇕⇕⌉\⌈⊣⊔⟩≀\∫ {≀∇ ∫⌉⌋⊓∇⟩⊔†↙ R⌉∐⊓⌉∫⊔ {≀∇ C≀⇕⇕⌉\⊔∫ ⇐I\{≀∇↖ ⇕⊣⊔⟩≀\⊣↕⇒ RFC ∞▽′⇔ I\⊔⌉∇\⌉⊔ E\}⟩\⌉⌉∇⟩\} T⊣∫‖ F≀∇⌋⌉⇔ D⌉⌋↙ ∞∃∃△↙ ∪∃⊎ S↙ G⊣∇⊘\‖⌉↕ ⊣\⌈ G↙ S√⊣{{≀∇⌈↙ P∇⊣⌋⊔⟩⌋⊣↕ UNIX ↘ I\⊔⌉∇\⌉⊔ S⌉⌋⊓∇⟩⊔†↙ O≃R⌉⟩↕↕† ↘ A∫∫≀⌋⟩⊣⊔⌉∫⇔ I\⌋⇔ S⌉⌊⊣∫⊔≀√≀↕⇔ CA⇔ USA⇔ ∈\⌈ ⌉⌈⟩⊔⟩≀\⇔ ∞∃∃↙̸ ∪∞′⊎ I↙ G≀↕⌈⌊⌉∇} ⊣\⌈ D↙ W⊣}\⌉∇↙ R⊣\⌈≀⇕\⌉∫∫ ⊣\⌈ ⊔⟨⌉ \⌉⊔∫⌋⊣√⌉ ⌊∇≀⊒∫⌉∇↙ D∇↙ D≀⌊⌊≃∫ J≀⊓∇\⊣↕⇔ J⊣\↙ ∞∃∃▽↙ ∪∞∞⊎ C↙ H⊣↕↕↙ MIT↖MAGIC↖COOKIE↖∞ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇ √∇≀⌊↕⌉⇕∫↙ E↖⇕⊣⟩↕ ⌋≀∇∇⌉∫√≀\⌈⌉\⌋⌉⇔ F⌉⌊↙ ∞∃∃↙̸ ∪∞∈⊎ H⌉⊒↕⌉⊔⊔↖P⊣⌋‖⊣∇⌈↙ S⌉⌋⊓∇⟩⊔† B⊓↕↕⌉⊔⟩\¬ HPSBUX∃′̸∈↖ ′∋′↙ ⟨⊔⊔√¬∝∝⊓∫↙⌉§⊔⌉∇\⊣↕↙⟨√↙⌋≀⇕∝∫⌉⊣∇⌋⟨∝ ⌊⟩\∝⊒⊒⊒∫⌈≀⌋↙√↕⊥DOCIDℑHPSBUX∃′̸∈↖′∋′⇔ F⌉⌊↙ ∞∃∃↙̸ S⌉⌋⊓∇⟩⊔† V⊓↕\⌉∇⊣⌊⟩↕⟩⊔† DCE S⌉⌋⊓∇⟩⊔† S⌉∇⊑⟩⌋⌉ ∫⌉∫∫⟩≀\ ‖⌉† }⌉\⌉∇⊣⊔⟩≀\\↙ ∪∞∋⊎ D↙ K\⊓⊔⟨↙ T⟨⌉ A∇⊔ ≀{ C≀⇕√⊓⊔⌉∇ P∇≀}∇⊣⇕⇕⟩\}⇔ V≀↕↙ II¬ S⌉⇕⟩\⊓⇕⌉∇⟩⌋⊣↕ A↕}≀∇⟩⊔⟨⇕∫↙ A⌈⌈⟩∫≀\↖W⌉∫↕⌉†⇔ R⌉⊣⌈⟩\}⇔ MA⇔ ∞∃∋↙ ∪∞△⊎ J↙ K≀⟨↕ ⊣\⌈ B↙ C↙ N⌉⊓⇕⊣\↙ T⟨⌉ K⌉∇⌊⌉∇≀∫ N⌉⊔⊒≀∇‖ A⊓↖ ⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ S⌉∇⊑⟩⌋⌉ ⇐V▽⇒↙ R⌉∐⊓⌉∫⊔ {≀∇ C≀⇕⇕⌉\⊔∫ ⇐P∇≀√≀∫⌉⌈ S⊔⊣\⌈⊣∇⌈⇒ RFC ∞▽∞′⇔ I\⊔⌉∇\⌉⊔ E\}⟩\⌉⌉∇⟩\} T⊣∫‖ F≀∇⌋⌉⇔ S⌉√⊔↙ ∞∃∃∋↙ ∪∞▽⊎ D↙ K∇⊣⇕⌉∇↙ T⟨⌉ J⊣⊑⊣ P↕⊣⊔{≀∇⇕↙ W⟨⟩⊔⌉ P⊣√⌉∇⇔ S⊓\ M⟩⌋∇≀∫†∫↖ ⊔⌉⇕∫⇔ M≀⊓\⊔⊣⟩\ V⟩⌉⊒⇔ CA⇔ M⊣† ∞∃∃↙̸ ∪∞⊎̸ J↙ L⌉⌊⊣∫⊔⊣∇⌈↙S⌉∫⊣⇕⌉ ∫⌉⌋⊓∇⟩⊔† ⟩∫∫⊓⌉∫↙E↖⇕⊣⟩↕ ⌋≀∇∇⌉∫√≀\⌈⌉\⌋⌉⇔ J⊣\↙ ∞∃∃↙̸ ∪∞⊎ P↙ W↙ M⊣⌈⊣\†↙ J⊣⊑⊣OS¬ A S⊔⊣\⌈⊣↕≀\⌉ J⊣⊑⊣ E\⊑⟩∇≀\⇕⌉\⊔↙ W⟨⟩⊔⌉ P⊣√⌉∇⇔ S⊓\ M⟩⌋∇≀∫†∫⊔⌉⇕∫⇔ M≀⊓\⊔⊣⟩\ V⟩⌉⊒⇔ CA⇔ M⊣† ∞∃∃↙̸ ∪∞∀⊎ R↙ M↙ N⌉⌉⌈⟨⊣⇕ ⊣\⌈ M↙ D↙ S⌋⟨∇≀⌉⌈⌉∇↙ U∫⟩\} ⌉\⌋∇†√⊔⟩≀\ {≀∇ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ⟩\ ↕⊣∇}⌉ \⌉⊔⊒≀∇‖∫ ≀{ ⌋≀⇕√⊓⊔⌉∇∫↙ C≀⇕⇕⊓\⟩⌋⊣↖ ⊔⟩≀\∫ ≀{ ⊔⟨⌉ ACM⇔ ∈∞⇐∞∈⇒¬∃∃∋∘∃∃∃⇔ D⌉⌋↙ ∞∃∀↙ ∪∞∃⊎ B↙ C↙ N⌉⊓⇕⊣\⊣\⌈G↙ M⌉⌈⊑⟩\∫‖†↙ R⌉∐⊓⟩∇⌉⇕⌉\⊔∫{≀∇ N⌉⊔⊒≀∇‖ P⊣†⇕⌉\⊔¬ T⟨⌉ N⌉⊔⌋⟨⌉∐⊓⌉ P⌉∇∫√⌉⌋⊔⟩⊑⌉↙ I\ P∇≀⌋⌉⌉⌈⟩\}∫ ≀{ IEEE COMPCON≃∃▽↙ IEEE⇔ M⊣∇↙ ∞∃∃▽↙ ∪∈′⊎ B↙ C↙ N⌉⊓⇕⊣\ ⊣\⌈ T↙ T∫≃≀↙ K⌉∇⌊⌉∇≀∫¬ A\ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ∫⌉∇↖ ⊑⟩⌋⌉ {≀∇ ⌋≀⇕√⊓⊔⌉∇ \⌉⊔⊒≀∇‖∫↙ IEEE C≀⇕⇕⊓\⟩⌋⊣⊔⟩≀\∫ M⊣}⊣↖ ‡⟩\⌉⇔ ∋∈⇐∃⇒¬∋∋∘∋∀⇔ S⌉√⊔↙ ∞∃∃△↙ ∪∈∞⊎ J↙ H↙ S⊣↕⊔‡⌉∇ ⊣\⌈ M↙ D↙ S⌋⟨∇≀⌉⌈⌉∇↙ T⟨⌉ √∇≀⊔⌉⌋⊔⟩≀\ ≀{ ⟩\↖ {≀∇⇕⊣⊔⟩≀\ ⟩\ ⌋≀⇕√⊓⊔⌉∇ ∫†∫⊔⌉⇕∫↙ P∇≀⌋⌉⌉⌈⟩\}∫ ≀{ ⊔⟨⌉ IEEE⇔ ∌⇐∃⇒¬∞∈∀∘∞∋′∀⇔ S⌉√⊔↙ ∞∃▽↙ ∪∈∈⊎ B↙ S⌋⟨\⌉⟩⌉∇↙ A√√↕⟩⌉⌈ C∇†√⊔≀}∇⊣√⟨†¬ P∇≀⊔≀⌋≀↕∫⇔ A↕}≀∇⟩⊔⟨⇕∫⇔ ⊣\⌈ S≀⊓∇⌋⌉ C≀⌈⌉ ⟩\ C↙ J≀⟨\ W⟩↕⌉† ↘ S≀\∫⇔ I\⌋⇔ N⌉⊒ Y≀∇‖⇔ NY⇔ USA⇔ ∈\⌈ ⌉⌈⟩⊔⟩≀\⇔ ∞∃∃↙̸ ∪∈∋⊎ J↙ G↙ S⊔⌉⟩\⌉∇⇔ B↙ C↙ N⌉⊓⇕⊣\⇔ ⊣\⌈ J↙ I↙ S⌋⟨⟩↕↕⌉∇↙ K⌉∇⌊⌉∇≀∫¬ A\ ⊣⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ∫⌉∇⊑⟩⌋⌉ {≀∇ ≀√⌉\ \⌉⊔⊒≀∇‖ ∫†∫⊔⌉⇕∫↙ I\ W⟩\⊔⌉∇ ∞∃∀∀ USENIX C≀\{⌉∇⌉\⌋⌉⇔ √⊣}⌉∫ ∞∃∞∘∈′∞⇔ D⊣↕↕⊣∫⇔ TX⇔ ∞∃∀∀↙ USENIX A∫∫≀⌋⟩⊣⊔⟩≀\↙

∪∈△⊎ T↙ T∫≃≀↙ R⌉¬ I\⊔⌉}∇⟩⊔† ≀{ MIT ∫≀⊓∇⌋⌉↙ ⟨⊔⊔√¬∝∝⊒⊒⊒↙⇕⟩⊔↙ ⌉⌈⊓¬∀′′∀∝⇕⌉\⌉↕⊣⊓∫↙⇕⟩⊔↙⌉⌈⊓∝‖⌉∇⌊⌉∇≀∫∝∞∈∃∋⇔ M⊣∇↙ ∞∃∃∞↙ ∪∈▽⊎ U\‖\≀⊒\↙ X∞∞ ⇕⟩⊔↖⇕⊣}⟩⌋↖⌋≀≀‖⟩⌉↖∞ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ ⊒⌉⊣‖↖ \⌉∫∫↙ E↖⇕⊣⟩↕ ⌋≀∇∇⌉∫√≀\⌈⌉\⌋⌉⊔≀ ⊔⟨⌉ B⌉∫⊔↖≀{↖S⌉⌋⊓∇⟩⊔† ⇕⊣⟩↕⟩\} ↕⟩∫⊔⇔ ∞∃∃▽↙ D≀⌋⊓⇕⌉\⊔∫ ⊔⟨⌉ X∞∞ MIT↖MAGIC↖COOKIE↖∞ ∇⊣\⌈≀⇕ \⊓⇕⌊⌉∇ }⌉\⌉∇⊣⊔≀∇ ⊒⌉⊣‖\⌉∫∫↙