Sent Received Message as lost, but the recipien cannot detect this: Sent Received If messages are sen at kno wn constan rate, the recipien can also detect that messages with higher sequence um ers ha een lost. or example, if ASSW ORD lotto um ers are supp osed to called at the rate of one da and none ha een receiv ed for eek, then the in tended recipien has strong evidence that something has gone wrong. X.400(88) has een only recen tly in tro duced at man of the sites in ol ed in the ASSW ORD pro ject. It is therefore quite lik ely that it will ccasionally stop orking correctly This game will ha the useful side-e�ect of regularly exercising large um er of X.400 links and con�rming that they are still op erational. or the purp oses of the game, the sequence um er will included in the text of the messages so that they can man uall hec ed the recipien t. If X.400(88), rather than Priv acy En- hanced Mail is eing used, then the message sequence um er can also included in the message proto col header. Mail user agen ts could programm ed to hec the X.400 sequence um ers automatical ly Other ttac ks This are sev eral ys to heat at this game whic are not co ered this do cumen t. The details are left as an exercise for the reader. It should ypical of one of the participating EC coun tries. (eg. something that coun try is famous for exp orting). It should drink able. The adjudicators will send message to the pla ers, sa ying that the game has �nished an prize has een arded. This message will protected the in tegrit and non-repudiation services. Notarization In order to pro vide full non-repudiation service, eac message ust notarize That is, when the message is receiv ed it ust sho wn to trusted third part who can later testify that the message existed at particular time. This is done in order to guard against an originator delib erately rev ealing her secret ey in order to able to den that she signed particular message. (\It asn’t me, it as hac er who got access to secret ey .") In sc heme with notaries, users are held liable for ev erything that is done with their secret ey un til they rep ort to certi�cation authorit that it has een comprom ised. (This is simil ar to the pro cedures for stolen TM cards). The notary can testify as to when the message as signed, and this used to determine whether it as efore or after the ey as rep orted as eing compromi sed. This relies on the assumption that ev eryb dy trusts the notary to tell the truth. Within the ASSW ORD pro ject, ha hosen not to pro vide general notary service, ev en though it ould desirable oth for this game and for more serious applications. or the purp oses of this game, restricte form of notary will used. One or more notaries will added to the e-mail distribution list that is used to send messages to the pla ers. They will eep all messages sen to this list, and record the time at whic messages ere receiv ed (most e-mail user agen ts will do this automati cally). Later on the adjudicators can ask the notaries for the times at whic they receiv ed disputed messages. or simplicit the notaries and the adjudicators ma the same eople. This form of notary is not erfect, as the pla ers ha no evidence that the notary has receiv ed an of the messages sen to the list. Message Sequence In tegrit Eac pla er will an to sure that they ha seen all the um ers that ha een called, as their hance of winning the game is reduced if they miss some. Within the ASSW ORD pro ject will not attempt to pro vide absolutely guaran teed availability Normal failures of mac hines or mali cious action (eg. MHS administrators) can result in message loss. can, ho ev er, pro vide message se quenc inte grity That is, recipien of sequence of messages from the same originator can sure that no messages in the middle of the sequence ha een lost. This is ac hiev ed including an in tegrit y- protected sequence um er in eac message. The message sequence um er itself is not su�cien to con vince the recipien that she has receiv ed all the messages that ere sen t; the ossibilit remains that messages with higher sequence um ers ere sen but not receiv ed. This is illustrated in the follo wing diagrams: Recipien kno ws she has receiv ed all messages up to um er 5: Sent Received Recipien can detect that message as lost: 3.8 Announcemen Phase In the announcemen phase, the announcers tak it in turns to pic um er at random in the range and send it to all the pla ers. This message uses the in tegrit and non-repudiation services but do es not use the con�den tialit service. Eac pla er hec ks to see whether the announced um er is on an of the cards they receiv ed from the announcers in the card distribution phase. If it is, they mak note that it has een called. If pla er eliev es that all of the um ers on al of the lists they ere giv en ha een called, they ma en ter the claim phase and attempt to claim the prize. or example: To: game-players From: game-announ ce@cl .cam. ac.uk Subject: The first PASSWORD Lotto Number is 27 The first PASSWORD lotto number is 27. If the number 27 occurs on any of your cards, please save this message. If ALL the numbers on ALL of your cards have been announced, you may have won prize. If you think you have won, forward ALL of your lotto cards to game-claims @cs.u cl.ac .uk. 3.9 Claim Phase In the claim phase, pla er attempts to pro to the adjudicators that she has on prize. This is done in oki ng the non-repudiation service on the messages con taining the pla er’s cards and the messages con taining the um ers that ere called. This can ac hiev ed forw arding all these messages (including the securit proto col headers) to the adjudicators. If the ma jorit of the adjudicators are con vinced that the pla er has on, the prize phase is en tered and the game �nishes. If the adjudicators determine that the claim is in error or an attempt to heat, the announcemen phase con tin ues. The adjudicators ma at their discretion, ard additional prizes for particularly ingenious attempts to heat. In reac hing their decision, the adjudicators shall only mak use of the evidence presen ted to them, and shall not mak use of an additional informatio that they migh ha e. or example, if pla er presen ts ostensibly ali evidence that all their um ers ha een called, but the adjudicators kno that some of them ere in fact not called (eg. if the announcers and adjudicators are the same eople), then the pla er is en titled to win the main prize. In the case of X.400(88), there is tec hnical problem with forw arding the messages to the adjudi- cators; it is ossible to construct messages whose in tegrit protection will brok en forw arding them. If this happ ens, the adjudicators can resolv the issue either examining the cop of the message held the notary (see section 4) or using some means outside the X.400 standard to access the recipien t’s cop of the message. The �rst approac will probably used for the purp oses of this game, as it’s easy Serious applications of secure X.400 ma use the latter metho d, as it is somewhat more reliable (consider, for example, the ossibilit that the notary migh not tell the truth). 3.10 Prize Phase In the prize phase, prize is arded to the winner. The prize should ha the follo wi ng haracteristics: It should of relativ ely mo dest alue (around 20 ECU). it as authorised. In game terminology the recipien has no of kno wing whether or not the act of declaring what the rules are is itself alid mo e. By ho osing to eliev that the message is alid, that the game is really eing pla ed, and that there will prize at the end of it (an act of pure faith) the recipien creates the structure within whic mo es can determined to either ali or in al id. 3.7 Card Distribution Phase In the card distribution phase, eac announcer ho oses at random list of in tegers in the range (a \card") for eac pla er. This list is sen to the pla er in an e-mail message that uses the in tegrit con�den tialit and non-repudiation securit services. That is: Inte grity: The pla er can determine who sen the message. As the list of the authorised announcers as obtained in the previous phase, this allo ws the pla er to hec that the originator is an authorised announcer. Non-r epudiation: The pla er can pro to third part (eg. the adjudicators) that the announcer sen them the message. Con�dentiality: No-one except the announcer and the pla er kno ws whic um ers ere hosen. This helps protect against attempts to heat in ol ving other announcers and other pla ers conspiring together. This message should self-iden tifying. That is, it should ob vious from its con ten ts that it con tains the pla er’s card and is not list of in tegers that as sen from the announcer to the pla er for some other reason. This protects against substitution attac ks where pla er tak es some other message that as sen an announcer and tak es it to the adjudicators, claim ing that it is winning card. This message should also con tain the pla er’s name, to prev en pla ers from claimi ng the prize using someone else’s card. or example: To: Fred.Bloggs@f oobar .co.u Subject: PASSWORD Lotto Card, Part 1/3 From: game-announ cer@d armst adt.g md.de This is part one of your personal PASSWORD Lotto card. Your first line of numbers is: 15 27 35 56 71 82 98 The next part will be sent by game-announ cer@i nria. fr. Please keep this message, as you will need it to play the game. The pla er should hec that the source of message is one of the announcers listed in the \rules" message they receiv ed in the enrollmen phase. Cards issued other eople, and cards in messages that are not in tegrit y-protected (ev en if they app ar to come from one of the announcers), are not ali and will rejected the adjudicators. Ev ery e-mail user agen should indicate to the user whether or not the message is in tegrit y-protected in clear and unmistak abl fashion. (eg. dra wing sp ecial sym ol on the screen eside the message). 3.3 Separation of Dut This game is vulnerable to man yp es of collusion attac k, where sev eral eople conspire together in an attempt to heat. The assignmen of roles to eople should suc that no erson acting alone has su�cien access to sub ert the system. In the Clark-Wilson mo del of computer securit this is kno wn as the separation of dut requiremen t. The follo wing table sho ws whic roles are incompatibl e: Adjudicator Announcer Notary Pla er Adjudicator Announcer Notary Pla er Key es, the same erson ma ccup oth roles. No, the same erson ma not ccup oth roles. The Clark-Wilson mo del assumes that eople are strictly more trust orth than one. This is not necessarily the case. or the purp oses of this game, require in addition that there separation of dut et een or ganisations That is, the three adjudicators should eac from di�eren organisations, and simila rly for the announcers and notaries. 3.4 Enrollmen Phase In the enrollmen phase, the pla ers iden tify themselv es. This ma ac hiev ed sending an e-mail message to the \join game" mail x. or example: To: pwd-game-requ est@c s.ucl .ac.u Subject: PASSWORD game I’d like to join in the PASSWORD game; please put me on the mailing list. My address is Fred.Bloggs@f oobar .co.u k. No securit facilities are required at this oin t. 3.5 Key Distribution Phase In the ey distribution phase, eac pla er, announcer and adjudicator ust generate an RSA public ey pair and issued with ey certi�cate as describ ed in ASSW ORD rep ort R2.5. This is part of the normal pro cess of joining the ASSW ORD pilot exercise, and is not sp eci�c to this game. 3.6 Con�rmation Phase In the con�rmation phase, eac pla er is sen an e-mail message con taining the latest ersion of the rules of the game and the names of the announcer, including the order in whic announcers will tak turns and who will tak the �rst turn. This message is electronically signed the adjudicators. In games of this yp e, the recipien of message needs to kno not only who message came from, but also whether they ere authorise to send that message. This �rst message, de�ning the rules of the game, is the only one for whic the recipien has no evidence (in ternal to the system) that Rules The follo wing game as devised, based on \Lotto" or \Bingo". 3.1 Iden ti�cation of articipan ts Before the game commences, the participan ts ust iden ti�ed. articipan ts are divided in to three classes: players who are eligible to win the prize. There ma arbitrarily man pla ers, but the um er hosen a�ects the length of the game. adjudic ators who decide who has on and ard the prize. There ma more than one adjudicator in order to reduce the opp ortunities for collusion et een an adjudicator and pla er. In case of dispute, more than half the adjudicators ust agree for the prize to arded. The recommended um er of adjudicators is 3, whic fortunate co-incidence is also the um er of national consortia in olv ed in the ASSW ORD pro ject. announc ers who erio dically announce the alue of \random" ariables whic determine the course of the game. There ma more than one announcer in order to reduce the opp ortunities for collusion et een an announcer and pla er. The same erson ma act as oth an adjudicator and an announcer. 3.2 Comm unications Requiremen ts There ust some means for eople to indicate that they an to join in the game. This can ac hiev ed creating an electronic mail to whic requests to join can sen t. Eac pla er ust able to send message to all the adjudicators. This can ac hiev ed creating an e-mail distribution list that is sen to all the adjudicators. Eac announcer ust able to send message to all the pla ers. This can ac hiev ed creating an e-mail distribution list that is sen to all the pla ers. The adjudicators ust kno who the announcers are. This will usually ac hiev ed the adjudicators deciding who to app oin as announcers. The announcers ust kno who the pla ers are. The pla ers ust kno who the announcers are. (Strictly sp eaking, they ust kno whic Distinguished Names eac announcer will use for her messages. This ma role iden ti�er rather than erson’s name, suc as: C=GB@o=Camb ridge University@ou= Compu ter Lab@cn=PASSWORD game announcer The pla ers ust kno whic announcer eac message should come from. As the announcers tak it in turns to send messages, the pla ers ust kno the order in whic turns are tak en and who has the �rst turn. The pla ers ust able to tell when game has started and when game has �nished. ASSW ORD orking do cumen Ho to run secure lottery Mic hael Ro Cam bridge Univ ersit Computer Lab orato ry Computer Securit Group ersion 0.1 Jan uary 1993 Rationale Changing from the normal to \securit y-enhanced" ersion of an application requires eac user to exp end mo derate amoun of e�ort to learn ho to op erate the new program. Most eople will (quite righ tly) not mak this e�ort if there is no ene�t to gained from doing so. On the other hand, the �rst large-scale tests of suc an application cannot carried out in an en vironmen where there is gen uine need for securit as there is to great risk of something going wrong. ercom this dilemm a prop ose that securit enhanced applications in tro duced in the form of game. If a is disco ered in the securit of the system, the orst consequence this can ha is that eople will able to heat at the game. If the game has single prize of negligible alue, this is an acceptable risk. The in trinsic in terest of pla ying the game will act as an inducemen to read the man ual and ork out ho to run the soft are. (Eac user’s exp ected gain from pla ying the game will the alue of the prize ulti pli ed the probabilit of winning it. This will extremely small but um an eha viour is ell-kno wn not to rational in this resp ect). Design Constrain ts The design constrain ts up on the game ere as follo ws: It should only mak use of securit facilities pro vided oth X.400(88) and Priv acy En- hanced Mail, in order that the same game can used to in tro duce either of these secure e-mail systems. Giv en the ab constrain t, the game should mak use of as man of the ail able securit facilities as ossible. It should ossible to pla the game using only an impl emen tati on conforming to the relev an standards, without using an additional soft are. This will allo di�eren endors’ impl emen tati ons to used with the same game. It ould acceptable if the ersons admin- istering the game and a rding the prize need to mak use of sp ecially written soft a re to do so. The game should not cause o�ence to an mem ers of its target audience, whic will dra wn from all EC mem er states. arious forms of historical sim ul ation game, whic ere otherwise suitable, ere rejected for this reason. The game should easy to learn and simple to pla